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CURTAIN RAISER: 6TH EDITION OF INDIA - UK JOINT
COMPANY LEVEL MILITARY TRAINING: EXERCISE
AJEYA WARRIOR COMMENCES AT CHAUBATIA
(UTTARAKHAND)
Relevant for: Security Related Matters | Topic: Defence related developments
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The 6th Edition of India - UK Joint Company Level Military Training EXERCISE AJEYA
WARRIOR has commenced at Chaubatia, Uttarakhand and will culminate on 20 Oct 2021. The
exercise is part of an initiative to develop inter-operability and sharing expertise with friendly
foreign nations. During this exercise, an Infantry Company from Indian Army and an equivalent
strength from UK Army would be sharing their experiences gained during the conduct of various
military operations in their respective countries and during overseas engagements. Together,
both the armies stand to benefit from their varied experiences.
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As part of the training, both the Armies would familiarise with each other’s weapons,
equipment, tactics, techniques and procedures for carrying out joint military operations. Also,
there would be a series of Expert Academic Discussions on various subjects of mutual interest
such as Combined Arms Concept, Sharing of Experiences in Joint Force, Operation Logistics
etc. The joint military training would culminate with a grueling 48 hours exercise to validate the
performance of both the Armies in conducting joint military operations in a semi-urban
environment.
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This joint military training will go a long way in improving bilateral relations and also will be a
major step towards further strengthening the traditional bond of friendship between the two
Nations.
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The 6th Edition of India - UK Joint Company Level Military Training EXERCISE AJEYA
WARRIOR has commenced at Chaubatia, Uttarakhand and will culminate on 20 Oct 2021. The
exercise is part of an initiative to develop inter-operability and sharing expertise with friendly
foreign nations. During this exercise, an Infantry Company from Indian Army and an equivalent
strength from UK Army would be sharing their experiences gained during the conduct of various
military operations in their respective countries and during overseas engagements. Together,
both the armies stand to benefit from their varied experiences.
As part of the training, both the Armies would familiarise with each other’s weapons,
equipment, tactics, techniques and procedures for carrying out joint military operations. Also,
there would be a series of Expert Academic Discussions on various subjects of mutual interest
such as Combined Arms Concept, Sharing of Experiences in Joint Force, Operation Logistics
etc. The joint military training would culminate with a grueling 48 hours exercise to validate the
performance of both the Armies in conducting joint military operations in a semi-urban
environment.
This joint military training will go a long way in improving bilateral relations and also will be a
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major step towards further strengthening the traditional bond of friendship between the two
Nations.

_____________________________________________________________

END
Downloaded from crackIAS.com

cr

ac
k

IA

S.
co

© Zuccess App by crackIAS.com

m

AA/BS

Page 4
Source : www.thehindu.com

Date : 2021-10-09

GOVERNMENT INTRODUCES GUIDELINES FOR
CYBERSECURITY IN POWER SECTOR
Relevant for: Science & Technology | Topic: Basics of Cyber Security and related matters

Government introduces guidelines for cybersecurity in power sector. File photo.
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The union government on Thursday released guidelines for cybersecurity in power sector in a
bid to keep the industry secure from cyber attacks.
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(Sign up to our Technology newsletter, Today's Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The guideline lays down actions required to ramp up security measures across various utilities
to raise preparedness in power sector.
With the new norms, government aims to place mechanisms for security threat early warning,
strengthen the protection and resilience of critical information infrastructure, and reduce cyber
supply chain risks.
The government has said it has drafted the guidelines after taking inputs from cybersecurity
agencies like CERT-In, NCIIPC, NSCS, IIT Kanpur.
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The ministry of power noted that these norms must be met by all stakeholders to maintain cyber
hygiene. The guidelines mandates ICT (Information and Communication Technology)-based
procurement from identified “Trusted Sources” and identified “Trusted Products”. In case the
procurement is not from a trusted source, the product needs to be tested for Malware/Hardware
Trojan before deployment for use in power supply systems.
The government believes the rules will help promote cybersecurity research and development,
and create a market for cyber testing infrastructure in both public and private sectors in the
country. The issued guidelines are applicable to all responsible entities within the power sector.

Our code of editorial values
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Facebook servers were down globally for nearly six hours on Monday. Its internal systems were
down, too. Experts point to an update to its Border-Gateway Protocol (BGP) as a possible cause
for the outage.
LG Energy Solution (LGES), SK On, and Samsung SDI Co Ltd all rank in the top-six global
battery makers, and supply the likes of Tesla Inc, Volkswagen and Ford Motor Co among others.
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STRATEGY MEET DISCUSSES CHINESE
CYBERATTACKS
Relevant for: Science & Technology | Topic: Basics of Cyber Security and related matters

Taking stock:Home Minister Amit Shah at the National Security Strategies Conference in New
Delhi on Monday.PTI
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The rising cyberattacks from China on critical installations was discussed at the National
Security Strategies Conference chaired by Home Minister Amit Shah on Monday.
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The Madhya Pradesh police gave a presentation on various lacunae in the legal and
administrative sphere that were an impediment in investigating such cases.

The participants were told that while the Pakistani cyberattacks focused on stealing identity and
personal data, the Chinese hackers were more sophisticated and they settled down in any
network, striking at will.
“There are several choke points that deter investigation, such as the origin of the message and
from where the data packet was uploaded. The Minister agreed to expedite any legal framework
required to plug the gaps,” said an official who attended the conference.
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Power centres targeted

On March 1, the Union Power Ministry said the government thwarted “state-sponsored” Chinese
hacker groups targeting various Indian power centres in November 2020 and February 2021.
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The U.S. cybersecurity and intelligence firm Recorded Future discovered that Chinese statesponsored actors may have deployed malware into Indian power grids and seaports after border
tensions between India-China began escalating in May 2020.
The conference, an annual event held at the Intelligence Bureau headquarters, was attended by
Director General of Police of all States and Directors-General of the Central Armed Police
Forces (CAPF).

cr

The nine-hour conference was divided into separate sessions.
A detailed discussion was also held on illegal migration and counter-terrorism measures.
Islamic terrorism
“The counter-terror session centred on Islamic terrorism. There was no mention of extremism
involving other religions,” said the official.
The session on undocumented migrants encapsulated the Rohingya migrant crisis.
Rohingya, an ethnic group from Myanmar, mostly Muslims who faced persecution in the
neighbouring country. have taken shelter in Bangladesh, India and Saudi Arabia since 2012.
Though the Home Ministry informed Parliament last March that there was no accurate data on
Rohingya, it had said there were around 40,000 Rohingya in India.

Page 6
The consequences of the Taliban taking over power in Afghanistan was not discussed at the
meeting.
An official said the topic would be discussed threadbare at the annual Director-General of Police
(DGP) meet to be chaired by Prime Minister Narenda Modi later this year.
The role of certain non-government organisations (NGOs) in stoking protests was also
highlighted.
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“Deliberations were detailed and expansive, given the presence of all DGPs and DGs of CPFs.
The conference deliberated on various internal security challenges and discussed ways to tackle
them firmly,” the Home Ministry had tweeted.
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CERT-IN AUTHORIZED AS CVE NUMBERING
AUTHORITY (CNA) FOR VULNERABILITIES IMPACTING
ALL PRODUCTS DESIGNED, DEVELOPED AND
MANUFACTURED IN INDIA
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Indian Computer Emergency Response Team ( CERT-In) has been undertaking responsible
vulnerability disclosure and coordination for vulnerabilities reported to CERT-In in accordance to
its vulnerability coordination role as a National CERT since its inception. To move a step further
in the direction to strengthen trust in “Make in India” as well as to nurture responsible
vulnerability research in the country, CERT-In has partnered with the Common Vulnerabilities
and Exposures (CVE) Program. In this regard, Indian Computer Emergency Response Team
(CERT-In) has been authorized by the CVE Program, as a CVE Numbering Authority (CNA) for
vulnerabilities impacting all products designed, developed and manufactured in India.
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CVE is an international, community-based effort and relies on the community to discover
vulnerabilities. The vulnerabilities are discovered then assigned and published to the CVE List.
Information technology and cybersecurity professionals use CVE Records to ensure they are
discussing the same issue, and to coordinate their efforts to prioritize and address the
vulnerabilities.
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The mission of the CVE Program is to identify, define, and catalog publicly disclosed
cybersecurity vulnerabilities. It is an international, community-based effort and relies on the
community to discover vulnerabilities. The vulnerabilities are discovered then assigned and
published by organizations from around the world that have partnered with the CVE Program.
Partners publish CVE Records to communicate consistent descriptions of vulnerabilities.
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CNAs are organizations responsible for the regular assignment of CVE IDs to vulnerabilities,
and for creating and publishing information about the Vulnerability in the associated CVE
Record. The CVE List is built by CVE Numbering Authorities (CNAs). Every CVE Record added
to the list is assigned by a CNA. The CVE Records published in the catalog enable program
stakeholders to rapidly discover and correlate vulnerability information used to protect systems
against attacks. Each CNA has a specific Scope of responsibility for vulnerability identification
and publishing.
To disclose vulnerability to CERT-In or to learn more about responsible disclosure process, visit
CERT-In website @ https://www.cert-in.org.in/RVDCP.jsp .

RKJ/M
Indian Computer Emergency Response Team ( CERT-In) has been undertaking responsible
vulnerability disclosure and coordination for vulnerabilities reported to CERT-In in accordance to
its vulnerability coordination role as a National CERT since its inception. To move a step further
in the direction to strengthen trust in “Make in India” as well as to nurture responsible
vulnerability research in the country, CERT-In has partnered with the Common Vulnerabilities
and Exposures (CVE) Program. In this regard, Indian Computer Emergency Response Team
(CERT-In) has been authorized by the CVE Program, as a CVE Numbering Authority (CNA) for
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vulnerabilities impacting all products designed, developed and manufactured in India.
CVE is an international, community-based effort and relies on the community to discover
vulnerabilities. The vulnerabilities are discovered then assigned and published to the CVE List.
Information technology and cybersecurity professionals use CVE Records to ensure they are
discussing the same issue, and to coordinate their efforts to prioritize and address the
vulnerabilities.
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The mission of the CVE Program is to identify, define, and catalog publicly disclosed
cybersecurity vulnerabilities. It is an international, community-based effort and relies on the
community to discover vulnerabilities. The vulnerabilities are discovered then assigned and
published by organizations from around the world that have partnered with the CVE Program.
Partners publish CVE Records to communicate consistent descriptions of vulnerabilities.
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CNAs are organizations responsible for the regular assignment of CVE IDs to vulnerabilities,
and for creating and publishing information about the Vulnerability in the associated CVE
Record. The CVE List is built by CVE Numbering Authorities (CNAs). Every CVE Record added
to the list is assigned by a CNA. The CVE Records published in the catalog enable program
stakeholders to rapidly discover and correlate vulnerability information used to protect systems
against attacks. Each CNA has a specific Scope of responsibility for vulnerability identification
and publishing.
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To disclose vulnerability to CERT-In or to learn more about responsible disclosure process, visit
CERT-In website @ https://www.cert-in.org.in/RVDCP.jsp .
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US ANNOUNCES INTERNATIONAL CRACKDOWN ON
DARKNET OPIOID TRAFFICKING
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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An international operation targeting trafficking in opioids on a clandestine part of the internet
called the DarkNet has led to about 150 arrests in the United States and Europe and the seizure
of drugs, cash and guns, US and European authorities said on Tuesday.
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The crackdown, called Operation Dark HunTor, was announced at a U.S. Justice Department
news conference where Deputy U.S Attorney General Lisa Monaco warned cyberspace drug
sellers: "There is no dark internet. We can and we will shed a light."
Jean-Philippe Lecouffe, deputy director of the international police agency Europol, hailed the
results of Operation Dark HunTor as "spectacular." He said the operation sends a message that
"no one is beyond the reach of law enforcement, even on the dark web." The DarkNet and dark
web are related terms concerning a part of the internet accessible only using a specialized web
browser and the assortment of internet sites residing there.
An opioid epidemic has claimed the lives of hundreds of thousands of people in the United
States alone in the past two decades due to overdoses from prescription painkillers and illegal
substances, constituting an enduring public health crisis.
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The Dark HunTor operation produced arrests of 150 people accused of being drug traffickers
and others accused of engaging in sales of illicit goods and services.
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There were 65 arrests in the United States, 47 in Germany, 24 in the United Kingdom, four each
in the Netherlands and Italy, three in France, two in Switzerland and one in Bulgaria, the Justice
Department said.
The department added that the operation resulted in seizures of more than $31.6 million in cash
and virtual currencies as well as 45 firearms. It added that about 234 kilograms (515 pounds) of
drugs including more than 200,000 ecstasy, fentanyl, oxycodone, hydrocodone and
methamphetamine pills were seized, along with counterfeit medicines.
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Kenneth Polite, head of the Justice Department's Criminal Division, said such trafficking
presents "a global threat and it requires a global response."
The Justice Department said the crackdown built on operations conducted in late 2020 and early
2021 to disrupt dark web trafficking. It said that in January, an international crackdown targeted
DarkMarket, the world's largest dark web international marketplace.

(Reporting by Mark Hosenball; Editing by Will Dunham)
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bookmark this image.
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You are now subscribed to our newsletters. In case you can’t find any email from our side,
please check the spam folder.
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A CREDIBLE PROBE: THE HINDU EDITORIAL ON
SUPREME COURT VERDICT ON PEGASUS ROW
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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The Supreme Court order instituting an independent probe into the possible use of Israeli
spyware Pegasus is an effective intervention to protect citizens from unlawful surveillance, as
well as a stern rebuff to the Government’s attempt to cover up the issue by using the bogey of
‘national security’. It was clear from day one, following the revelations that nearly 300 of some
50,000 phone numbers allegedly identified for surveillance belonged to Indians, that the
Government would choose to brazen it out rather than hold or facilitate a credible inquiry.
Ultimately, its tactic of sticking to a blanket denial of any wrongdoing, without acknowledging
whether or not the spyware was available to government agencies, failed. The 46-page order by
a Bench headed by the Chief Justice of India, N.V. Ramana, stands out for the enunciation of
two clear principles: that surveillance, or even the knowledge that one could be spied upon,
affects the way individuals exercise their rights, warranting the Court’s intervention; and that
there is no omnibus prohibition on judicial review merely because the spectre of national security
is being raised. The Court deemed unacceptable the Government’s refusal to shed any light on
a controversy that involves possible violation of citizens’ rights and made it clear that national
security considerations cannot be used by the state “to get a free pass”. The Court has
approached the issue as one that raises an “Orwellian concern”, recognising that intrusive
surveillance not only violates the right to privacy but also has a chilling effect on the freedom of
the press.
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When damning revelations emerged that many phones of journalists, activists and even doctors
and court staff were targets of military-grade spyware designed not only to grab data but also
take control of devices, the Government ought to have responded, as some nations did, with
alarm and alacrity. Instead, it resorted to a bald claim that illegal surveillance is not possible in
India, and that the disclosure of whether or not a particular software suite was used by its
agencies would compromise national security. The Court is right in making it plain that any such
concern or claim of immunity ought to have been substantiated on affidavit. What is quite
appalling is that the Government was unwilling even to disclose what action had been taken
after it admitted in Parliament in 2019 that it was aware of some WhatsApp users being targeted
by Pegasus. Its offer of ordering an inquiry on its own has been rightly rejected by the Court — it
would command little credibility. The Court-supervised panel appears to have the required
expertise and independence, but its success in unravelling the truth may depend on how much
information it can extract from the Government and its surveillance agencies. For its part, the
Government would do well to depart from its record of obfuscation and stonewalling and
cooperate with the inquiry.
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U.S. President Biden should not buckle to pressure from irate anti-vaccine campaigners
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HACKERS-FOR-HIRE ARE BIGGEST CYBERSECURITY
THREAT
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Hackers preferred to be paid off in cryptocurrency. | Photo Credit: Reuters
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Hackers-for-hire emerged as the biggest threat to online security in the last 15 months, with the
COVID-19 pandemic and home working creating opportunities for cybercriminals, EU
cybersecurity agency ENISA said in its annual report on Wednesday.
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(Sign up to our Technology newsletter, Today's Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The study, which covered the period April 2020 to July 2021, seeks to help governments and
companies understand cybersecurity threats and develop techniques to tackle the problem.
High profile ransomware attacks in recent months include that against the Colonial Pipeline that
caused fuel disruptions in the eastern United States in May, and a separate case involving
Brazilian company JBS SA, the world's largest meatpacker.
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"The COVID-19 crisis has created possibilities for adversaries who used the pandemic as a
dominant lure in campaigns for email attacks for instance. Monetisation appears to be the main
driver of such activities," the report said.
Also Read | U.S. State Department to set up cyber bureau in the face of hacks
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The health sector was a significant target especially in the May-July period this year as hackers
searched for vaccine information, the study said.
Public administration and government and digital service providers also reported a large number
of incidents. Hackers preferred to be paid off in cryptocurrency.
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Other growing cyber threats cited in the report include cryptojacking where a criminal uses a
victim's computing power to generate cryptocurrency and which reached a record high in the
first quarter of this year, and misinformation and disinformation.
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Travel and navigation apps crossed a billion downloads between May and August, a 20% jump
compared to the same period last year, according to analytics firm App Annie.
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FACEBOOK REBRANDS AS META TO EMPHASISE
‘METAVERSE’ VISION
Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

Facebook debuts its new company brand, Meta.

m

Facebook CEO Mark Zuckerberg said his company is rebranding itself as Meta in an effort to
encompass its virtual-reality vision for the future, what Mr. Zuckerberg calls the “metaverse.”
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Skeptics point out that it also appears to be an attempt to change the subject from the Facebook
Papers, a leaked document trove so dubbed by a consortium of news organizations that include
The Associated Press. Many of these documents, first described by former Facebook employeeturned-whistleblower Frances Haugen, have revealed how Facebook ignored or downplayed
internal warnings of the negative and often harmful consequences its social network algorithms
created or magnified across the world.
Facebook asks employees to preserve internal documents for legal inquiries
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Mr. Zuckerberg says he expects the metaverse to reach a billion people within the next decade.
The metaverse, he says, will be a place people will be able to interact, work and create products
and content in what he hopes will be a new ecosystem that creates “millions” of jobs for
creators.
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The announcement comes amid an existential crisis for Facebook. It faces heightened
legislative and regulatory scrutiny in many parts of the world following revelations in the
Facebook Papers.
In explaining the rebrand, Mr. Zuckerberg said the name “Facebook” just doesn't encompass
“everything we do” any more. In addition to its primary social network, that now includes
Instagram, Messenger, its Quest VR headset, its Horizon VR platform and more.
Apple once threatened Facebook ban over West Asia maid abuse
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“Today we are seen as a social media company,” Mr. Zuckerberg said. “But in our DNA we are a
company that builds technology to connect people.” The name of the Facebook social network
will not change.
Metaverse, he said, is the new way. Mr. Zuckerberg, who is a fan of classics, explained that the
word “meta” comes from the Greek word “beyond.”
A corporate rebranding won’t solve the myriad problems at Facebook revealed by thousands of
internal documents in recent weeks. It probably won’t even get people to stop calling the social
media giant Facebook — or a “social media giant,” for that matter.
Facebook dithered in curbing divisive user content in India
But that isn’t stopping Mr. Zuckerberg, seemingly eager to move on to his next big thing as crisis
after crisis emerges at the company he created.
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While largely dismissing revelations from the the Facebook Papers as unfair criticism, Mr.
Zuckerberg has focused on building a virtual environment you can go inside of instead of just
looking at on a screen.
Just as smartphones replaced desktop computers, Mr. Zuckerberg is betting that the metaverse
will be the next way people will interact with computers — and each other. If Instagram and
messaging were Facebook’s forays into the mobile evolution, Meta is its bet on the metaverse.
And what’s better than a name change to show how serious he is?
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The tech giant also launched Pixel Pass, a subscription service starting at $45 per month for
U.S. customers that will include the Pixel 6 and access to the premium versions of YouTube and
YouTube Music.
For the fourth quarter, JPM expects iPhones to bring in revenue of $46 billion after selling 58
million units,marginally higher than Wall Street's forecast of $41 billion.
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