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The CJI said that some of the petitioners have expanded the scope of their pleas beyond
Pegasus to other issues, including a challenge on authorised interceptions under the Telegraph
Act.
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“There are a number of problems… We have to see which petitions we have to issue notice on.
Some have even challenged the Telegraph Act… These are unnecessary complications,” Chief
Justice Ramana and Justice Kant told the lawyers.
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The hearing began with a barrage of questions from the Bench. For one, the Chief Justice noted
that a “majority” of the petitions were based on reports in foreign newspapers. The court asked
whether there was any other “verifiable material” based on which it could order an inquiry into
the Pegasus allegations.
“We are not saying the petitions are based on hearsay and we cannot say there is no material,
but with your access to international materials and resources, should you not have made more
efforts?” Chief Justice Ramana asked the petitioners’ side.
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Secondly, he said questions regarding surveillance had popped up over two years ago. “Why
have you come now suddenly? What were you doing for two years?” Thirdly, the court asked
why the “targets” have not taken criminal action. “If you knew your phone was hacked, why did
you not file a criminal complaint?” he queried.
NSO Group’s plea in U.S.
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Responding to the first question about the need for “verifiable material other than foreign
newspaper reports” to order an inquiry, senior advocate Kapil Sibal, appearing for Mr. Ram and
senior journalist Sashi Kumar, said a California court had recorded that the Pegasus spyware
was “only sold to government agencies”. The U.S. court had rejected a plea by NSO Group, the
creators of the Pegasus spyware, for “sovereign immunity”. Mr. Ram’s petition clearly mentioned
that the U.S. court was dealing with a suit filed by WhatsApp against the NSO Group “for
targeting the mobile phones of around 1400 users with malware”.
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But Mr. Sibal said there was anyway no dispute about Pegasus targeting Indian phone users. A
statement was made by the Minister in the Lok Sabha in July, taking note of Pegasus
surveillance of Indian users.
On the second question about why the petitioners have moved court in 2021 and not in 2019
when reports of unauthorised surveillance first came out, senior advocate Meenakshi Arora, for
Mr. Brittas, stated that the issue was indeed raised in November 2019. “The Minister had then
answered there was no unauthorised interception,” Ms. Arora submitted.
Senior advocate C.U. Singh, for the Editors Guild, said the names of targets came to be known
only in July 2021.
On the third question regarding why ‘targets’ did not go to court individually, senior advocate
Shyam Divan said this was not an individual case of surveillance. “The dimension of this
surveillance is huge. This is an issue which requires the formation of an independent fact-finding
body at the highest level,” he submitted.
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Senior advocate Arvind Datar, for the five journalists, agreed that the enormity of the allegations
and the number of persons targeted deserved the court to take up this case as a “class action
suit”.
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“Pegasus is a rogue technology. It is entirely illegal. It infiltrates our lives without our knowledge
through our phones… It hears, it watches, it surveys our every movement. It destroys the
constitutional values of our Republic like privacy and individual dignity. Moreover, it destroys our
national Internet backbone and is a threat to our national security… Please issue notice to the
government. Let the government come on board and say why and how Pegasus infiltrated in
India… Let the government say why, if they knew of the surveillance, they did not register a
case… Why did the Government of India keep quiet?” Mr. Sibal said.
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He said he was informed that accessing a mobile phone using Pegasus costs $55,000. “The
NSO Group says its technology is used for fighting terror and crime… So all these journalists are
terrorists now?” he inquired.
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KASEYA RANSOMWARE ATTACK SETS OFF RACE TO
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Image used for representation purpose. | Photo Credit: Reuters
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A ransomware attack in July that paralysed as many as 1,500 organisations by compromising
tech-management software from a company called Kaseya has set off a race among criminals
looking for similar vulnerabilities, cyber security experts said.
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(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)
An affiliate of a top Russian-speaking ransomware gang known as REvil used two gaping flaws
in software from Florida-based Kaseya to break into about 50 managed services providers
(MSPs) that used its products, investigators said.
Now that criminals see how powerful MSP attacks can be, "they are already busy, they have
already moved on and we don’t know where," said Victor Gevers, head of the non-profit Dutch
Institute for Vulnerability Disclosure, which warned Kaseya of the weaknesses before the attack.
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"This is going to happen again and again."

Gevers said his researchers had discovered similar vulnerabilities in more MSPs. He declined to
name the firms because they have not yet fixed all the problems.
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Also Read | Hackers exploit Kaseya ransomware attack to launch spam campaign
Managed service providers include companies such as IBM and Accenture offering cloud
versions of popular software and specialist firms devoted to specific industries. They typically
serve small and medium-sized firms that lack in-house technology capabilities and often boost
security.
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But MSPs also make an efficient vehicle for ransomware because they have wide access inside
many of their customers' networks. Kaseya's software serves many MSPs, so the attacks
multiplied before Kaseya could warn everyone, rapidly encrypting data and demanding ransoms
of as much as $5 million per victim.
The business of MSPs has boomed during the coronavirus pandemic alongside the rapid
increase in remote work.
"That's where you find the trusted access to customers' systems," said Chris Krebs, the first
leader of the U.S. Department of Homeland Security’s Cybersecurity and Infrastructure Security
Agency (CISA), which has made ransomware a top priority. "It's a much more economical
approach to launch a breakout attack. And it's hard for the customer to defend."
Bugcrowd Inc, one of several platforms where researchers can report vulnerabilities, has also
seen security flaws as bad as Kaseya's, said Bugcrowd Chief Executive Ashish Gupta, perhaps
because MSPs have been growing so fast.
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"Time to market is such a high requirement, and sometimes speed becomes the enemy of
security," Gupta said.
Also Read | US and allies accuse China of global hacking spree
Service providers have been targeted before - most dramatically by suspected Chinese
government hackers who went after big tech companies in a series of breaches known as Cloud
Hopper.
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REvil hit more than 20 Texas municipalities through a shared provider two years ago, but only
demanded $2.5 million in total ransom, said Andy Bennett, then a state official managing the
response.
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With REvil extortionists asking for a record $70 million to reverse all the Kaseya damage, he
said, "their aspirations are clearly bigger now, and their approach is more measured." It's
unclear how much ransom was ultimately paid or how many businesses were affected.
An increase in ransomware attacks led U.S. President Joe Biden to warn Russian President
Vladimir Putin that the United States would act on its own against the worst hacking gangs
operating on Russian soil unless the authorities reined them in.
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On July 22, Kaseya said a security firm had developed a universal decryption key without paying
the criminals, prompting speculation that Putin had helped or that U.S. agencies had hacked
REvil.
Also Read | U.S. launches online hub to help ransomware victims
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CISA is trying to get the word out both to MSPs and their customers of the risks and what to do
about them, said Eric Goldstein, executive assistant director for cybersecurity.
Less than two weeks after the July 2 Kaseya attack, CISA issued guidelines for best practices
on both sides of the equation. CISA also offers free risk assessments, penetration testing and
analyses of network architecture.
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"Organisations need to look into the security of their MSPs," Goldstein said. "The broader
consideration here is the importance for organisations big and small to understand the trust
relationships that they have with those entities that have connections into their environment."
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Twitter, Google, Microsoft and Photoshop maker Adobe urged the U.S. Congress to come
together to protect Dreamers, with Google saying they wanted DACA to be "cemented" into law.
Josh Giegel, the chief executive and co-founder of Virgin Hyperloop foresees us zipping
between cities in minutes.
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Work from home mandate during the pandemic is another cause for the large number of
cyberattacks, Verizon said | Photo Credit: Reuters
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Cyberattack on organisations worldwide jumped 29% during the first half of 2021 as compared
to the same period in the previous year, according to cybersecurity firm Checkpoint.
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(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)
Checkpoint’s report titled ‘Cyber Attack Trends: 2021 Mid-Year Report’ highlights dominance of
ransomware attacks which has increased 93% in the first half of the year compared to the same
period a year ago. The Asia-Pacific region was among the most affected with 1,338 weekly
attacks per organisation in the first half of 2021.
Some industry leaders believe that rapid digitalisation is one of the major reasons for high
exposure and cybersecurity attacks.
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"Digital technologies are setting the pace of transformation for major industries. While this is
setting them up for growth, companies must not ignore a major implication of this revolution –
increased cybersecurity risk," Vats Srivatsan, president and chief operating officer of
ColorTokens, a cybersecurity firm said to The Hindu.
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He also noted that the banking, manufacturing, retail, and healthcare ecosystems heavily rely on
partners, suppliers, and third-party vendors who access enterprise networks to conduct several
of their activities. Hence any vulnerability in their cybersecurity infrastructure could be a security
risk for enterprises.
Another cause for the large number of cyberattacks is the work from home mandate that various
organisations follow due the pandemic.
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Also Read | SolarWinds hack required massive, sophisticated effort: Microsoft president
"Many businesses have relied heavily on employees using personal devices to keep operations
running, with work from home moving from an option to a rule almost overnight. As a result, this
led some to cut corners, including security," Chris Novak, Global director of the Threat Research
Advisory Center at Verizon Business Group, a communication tech provider said to The Hindu.

Our code of editorial values
Twitter, Google, Microsoft and Photoshop maker Adobe urged the U.S. Congress to come
together to protect Dreamers, with Google saying they wanted DACA to be "cemented" into law.
Josh Giegel, the chief executive and co-founder of Virgin Hyperloop foresees us zipping
between cities in minutes.
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Scammers are targeting banking customers in India using a novel phishing attack to collect
sensitive information | Photo Credit: Reuters

m

Scammers are targeting banking customers in India using a novel phishing attack to collect
sensitive information such as internet banking credentials, mobile number and OTP to carry out
fraudulent transactions, the country's cyber security agency has warned in its latest advisory.
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(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)
The malicious activity is being carried out using the ngrok platform, a unique web application, it
said.
"It has been observed that Indian banking customers are being targeted by a new type of
phishing attack using ngrok platform." "The malicious actors have abused the ngrok platform to
host phishing websites impersonating internet banking portals of Indian banks," according to the
advisory issued by CERT-In on Tuesday.
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The Indian Computer Emergency Response Team or CERT-In is the federal technology arm to
combat cyber attacks and guarding the cyber space against phishing and hacking assaults and
similar online attacks.
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Phishing denotes to the fraud when an attacker, masquerading as a trusted entity, tricks a victim
into clicking evil links to steal passwords, login credentials and one-time password (OTP).
Using these phishing websites, the advisory elaborated, "malicious actors" are collecting
sensitive information of the customers such as internet banking credentials, mobile number and
OTP to perform "fraudulent transactions." It said the phishing attacks have been seen to be
triggered through SMSes containing links that end with ngrok.io/xxxbank.
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The advisory explained this with a sample SMS.
"Dear customer your xxx bank account will be suspended! Please Re KYC Verification Update
click here link http://446bdf227fc4.ngrok.io/xxxbank".
Once a victim clicks on this URL (universal resource locator) and log in to the phishing website
using internet banking credentials, the attacker generates OTP for 2FA or two factor
authentication which is delivered to the victim's phone number.
"The victim then enters this OTP in the phishing site, which the attacker captures," it said.
Finally, the attacker gains access to the victim's account using the OTP and performs fraudulent
transactions, the advisory said.
Also Read | Hackers are using Morse code to launch phishing attack
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The cyber security agency has suggested some "best practices" to nip these attacks in the bud,
the most important being: "Look for suspicious numbers that don't look like real mobile phone
numbers as scammers often mask their identity by using email-to-text services to avoid
revealing their actual phone number." "Genuine SMSes received from banks usually contain
sender id (consisting of bank's short name) instead of a phone number in sender information
field." It further suggested internet banking users to "only click on URLs that clearly indicate the
website domain." "When in doubt, users can search for the organisation's website directly using
search engines to ensure that the websites they visited are legitimate," it said.
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A specific check against such attacks is "exercising caution towards shortened URLs, such as
those involving bit.ly and tinyurl." "Users are advised to hover their cursors over the shortened
URLs (if possible) to see the full website domain which they are visiting or use a URL checker
that will allow the user to enter a short URL and view the full URL," it said.

S.
co

Users can also use the shortening service preview feature to see a preview of the full URL, the
advisory stated.
Also Read | Cyberattacks surge in the first half of 2021, ransomware attacks dominate, report
finds
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It said bank customers should pay "particular attention to any mis-spelling and/or substitution of
letters in the URLs of the websites they are browsing." Some other counter-measures stated in
the advisory are the often-repeated principles that are advised for safe browsing and accessing
the internet.
"Install and maintain updated anti-virus and anti-spyware software, filtering tools (anti-virus and
content-based filtering), firewall, and filtering services." Update spam filters with latest spam mail
contents, it said.
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"Customers should report any unusual activity in their account immediately to the respective
bank," it said.
"Phishing websites and suspicious messages should be reported to the CERT-In at
incident@cert-in.org.in and respective banks with the relevant details for taking further
appropriate actions," the advisory concluded.

cr
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The Ad Observatory project at NYU was started by the Cybersecurity for Democracy group with
over 6,500 volunteers at the University’s school of engineering in September 2020
Telstra Corp, Optus and TPG Telecom are alleged to have made incorrect claims about the
maximum speed of the internet connections they offer and also accepted payments from some
customers for plans without providing the promised speeds, the Australian Competition and
Consumer Commission (ACCC) said in a notice on Monday.
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Image used for representation purpose. | Photo Credit: Reuters

m

Human rights experts working with the United Nations on Thursday called on countries to pause
the sale and transfer of spyware and other surveillance technology until they set rules governing
its use, to ensure it won’t impinge upon human rights.
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(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)
The experts, speaking out in the wake of new Pegasus spyware revelations, expressed concern
that “highly sophisticated intrusive tools are being used to monitor, intimidate and silence human
rights defenders, journalists and political opponents” in some places, the U.N. human rights
office said.
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“U.N. human rights experts today called on all states to impose a global moratorium on the sale
and transfer of surveillance technology until they have put in place robust regulations that
guarantee its use in compliance with international human rights standards,” it said in a
statement.
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Last month an investigation by a global media consortium showed further evidence that the
military-grade Pegasus malware from the Israel-based NSO Group, a hacker-for-hire outfit, has
been used to spy on journalists, human rights activists and political dissidents.
Also Read | Pegasus maker says it will probe any credible proof of misuse, shut down system if
necessary
The eight experts cited the “extraordinary audacity and contempt for human rights” shown by
such surveillance and called on NSO to say whether it had assessed the human rights impact of
the use of such tools and publish any findings of its internal probes into the matter.
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The independent experts, who focus on a number of rights issues under mandates from the
U.N.-backed Human Rights Council, are in “direct communication” with NSO and the Israeli
government, the statement said.
The experts noted that international human rights law requires countries to ensure protections
against illegal surveillance, invasion of privacy and threats to fundamental freedoms like those of
expression and assembly.
Also Read | Pegasus | How to find out if your phone was infected with the spyware
Pegasus infiltrates phones to vacuum up personal and location data and surreptitiously control
the smartphone’s microphones and cameras. In the case of journalists, that lets hackers spy on
reporters’ communications with sources.
The program is designed to bypass detection and mask its activity.
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The stakes are high for Apple, whose App Store anchors its $53.8 billion services business as
the smartphone market has matured.
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"We fully restored our affected systems from backup, and there was no impact on Accenture's
operations, or on our clients' systems," Accenture said in a statement on Wednesday.
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Facebook' Horizon Workrooms | Photo Credit: photo by special arrangement
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Facebook has introduced Horizon Workrooms, an app that will enable users to collaborate with
colleagues using virtual reality (VR) with the Oculus Quest 2 headset.
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(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)
The “mixed reality experience” that will allow users to connect their physical desk and
compatible keyboard with the virtual room. Users will also be able to access and share files from
their computer in the virtual room. They can write on a virtual whiteboard, export contents and
share them as images on a computer.
“Workrooms works across both virtual reality and the web and is designed to improve your
teams ability to collaborate, come or communicate, and connect remotely, through the power of
VR,” the company said in a statement.
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To personalise the experience, Facebook has enabled users to create custom looks or avatars,
helping them feel like they’re really with their colleagues. Additionally, low latency spatial audio
support with will make conversations sound real and flow smoothly, according to the company.
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Also Read | Facebook aims to prove VR's popularity more than virtual
The tech giant has also extended support for hand tracking, which will allow users to control the
keyboard and other features using their hands. The app will support up to 50 people on a video
call, and up to 16 people in the virtual room, Facebook noted.
Facebook clarified it does not use work conversations and materials to show ads on the
platform, and said that no third-party apps can access or view the material either.
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Workrooms Horizon is Facebook’s step ahead to create the metaverse, a world beyond mixed
reality that is capable of powering the next generation of the Internet.
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What is the latest from the world of ‘bad actors’?

m

Cyberthreats are evolving rapidly and becoming more sophisticated and complex. Operators
leverage real-world events to deceive individual victims, enterprises and governments all over
the globe, including in India, says Anil Valluri, regional VP – India and SAARC, Palo Alto
Networks. Excerpts:
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Ransomware Evil, REvil or Sodinokibi, a ransomware-as-a-service (RaaS) operation has
emerged as one of the world’s most notorious and latest ransomware operators. This criminal
group provides adaptable encryptors and decryptors, infrastructure and services for negotiation
communications, and a leak site for publishing stolen data when victims don’t pay the ransom
demand.
As per our observation of cases, REvil and its affiliates pulled in an average payment of $2.25
million during the first six months of 2021.
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Last month, it extracted $11 million payment from the U.S. subsidiary of the world’s largest meat
packing company based in Brazil, demanded $5 million from a Brazilian medical diagnostics firm
and launched a large-scale attack on dozens, perhaps hundreds, of companies that use IT
management software from Kaseya VSA. Unit 42, a response-ready global team comprising
threat researchers and cybersecurity consultants, has been monitoring threat actors involved in
ransomware attacks and has worked over a dozen REvil cases so far this year.
What kind of cyberthreats are likely to increase?
Ransomware is going to dominate the cybercrime landscape. A report prepared by Unit 42 and
The Crypsis Group incident response and digital forensics firm, notified several disturbing threat
trends.
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In 2020, the average ransom payment by organisations increased nearly threefold ($1,15,123 in
2019 to $3,12,493 in 2020); the highest ransom payment doubled ($5 million in 2019 to $10
million in 2020), and the highest ransomware demand also doubled ($15 million in 2019 to $30
million in 2020).
At least 16 different ransomware variants are now exploiting victims by encrypting and
stealing/threatening to expose data. The NetWalker ransomware gang leveraged this tactic the
most, having leaked data from 113 victim organisations globally.
Industry data indicated healthcare was the most targeted and vulnerable sector in 2020 and the
sector continues to be under further attacks by RaaS models.
India too has witnessed similar attempts of attacks happening around COVID and vaccination.
Data witnessed a humongous growth in the last 18 months. Do we have any statistics
available?
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As per an annual study by IDC, DataSphere and StorageSphere forecasts, the quantum of data
created and replicated experienced unusually high growth in 2020 due to a dramatic increase in
the number of people working, learning, and entertaining themselves from home. Surprisingly,
less than 2% of this new data was saved and retained into 2021. The rest was either ephemeral
(created or replicated primarily for consumption) or temporarily cached and subsequently
overwritten with newer data.
The cyber mafia has always been trying to keep pace with protection technology. How
can we widen the gap?
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The need of the hour is an integrated platform using ML (machine learning) and AI (artificial
intelligence) to lift the burden off cybersecurity teams.
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Using AI, the frequently observed threat data and multiple threat feeds can be automated and
left to ML algorithms that can decipher attack patterns, leaving cybersecurity teams to spend
time on advanced threat hunting.
We, at Palo Alto Networks, believe the future of cybersecurity depends on a platform approach,
which will allow cybersecurity teams to focus on security rather than integrating solutions from
different vendors.

IA

The reputational, operational, legal, and compliance implications could be considerable if
cybersecurity risks are neglected.
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