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Some VPN providers are leaving India while others are considering doing so ahead of new rules
that the government says are aimed at improving cybersecurity

m

Virtual private networks (VPNs) that encrypt data and provide users with anonymity online have
seen a surge in use in India in recent years as the government tightened its grip on the internet
to curb dissent, and as more people worked from home.
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Now, some VPN providers are leaving India while others are considering doing so ahead of new
rules that the government says are aimed at improving cybersecurity, but that the firms argue
are vulnerable to abuse and could put users' data at risk.
Under legislation scheduled to take effect this month, VPN providers are required to retain user
data and IP addresses for at least five years - even after clients stop using the service.
"VPNs are central to online privacy, anonymity, and freedom of speech, so these restrictions
represent an attack on digital rights," Harold Li, vice president of ExpressVPN, told the Thomson
Reuters Foundation.
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"The new laws are overreaching and are so broad as to open up the window for potential abuse.
We refuse to put our users' data at risk ... as such, we have made the very straightforward
decision to remove our India-based VPN servers," he said.
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India ranks among the top 20 countries in VPN adoption, according to AtlasVPN's global index,
with users surging in 2020 and 2021 - as they did worldwide - as companies secured their
networks with more people working from home amid the pandemic.
Many are corporate users but there are also, activists, journalists, lawyers and whistleblowers
who use them to access blocked websites, secure their data and protect their identity.
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With increasing digitisation of data and services, security is a major issue: India ranked third
among countries with the most data breaches last year, according to estimates by Surfshark
VPN, with nearly 87 million users affected.
The new order, issued by the Indian Computer Emergency Response Team (CERT-In) in April,
also requires companies to report data breaches within six hours of noticing them, and maintain
IT and communications logs for six months.
Failing to do so could be punishable with prison sentences.
Tech firms and digital rights organisations have raised concerns about the compliance burden
and reporting timeline, but officials have said there will be no changes to the rules.
"If you don't want to go by these rules, and if you want to pull out, then frankly ... you have to pull
out," India's junior IT minister Rajeev Chandrasekhar told reporters last month.
MICROSCOPE OF SURVEILLANCE
Governments worldwide are imposing greater control on the flow of information online with a
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slew of regulations, as well as firewalls, internet shutdowns and social media blocks.
India has tightened regulation of Big Tech firms in recent years, and ordered content takedowns.
Dozens of lawyers, journalists and activists were also found to have been hacked by the
Pegasus spyware last year.
Indian authorities have declined to say whether the government had purchased Pegasus
spyware for surveillance.
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Now, the new CERT-In rules can be used to keep close tabs on more citizens, said Ranjana
Kumari, an activist and director of the Centre for Social Research in New Delhi.

"These new rules make it even worse."
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"The government has already been increasing its control of the internet to clamp down on any
dissent, and people are already under increasing surveillance," she said.

While authorities have clarified that the rules do not apply to corporate VPNs, ProtonVPN said
they are "are an assault on privacy and threaten to put citizens under a microscope of
surveillance," adding that it would maintain its no-logs policy.
Surfshark also has a "strict no-logs policy, which means that we don't collect or share our
customer browsing data or any usage information," said Gytis Malinauskas, its legal head.
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"Even technically, we would not be able to comply with the logging requirements," he added.
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A spokesperson for NordVPN, one of the world's largest providers, said that while they
welcomed the government's "intentions to improve the state of cybersecurity ... we believe that
the discussion period should be extended".
"If it comes to it - we will consider removing (our) presence from India."
The Information Technology Industry Council, a global coalition, said the new directives including the "overbroad" definition of reportable incidents and six-hour reporting timeline - could
"actually undermine cybersecurity.

cr

The risk of surveillance for millions of people is exacerbated by the data retention mandate in
CERT-In's directive, said Raman Jit Singh Chima, Asia Pacific policy director at Access Now, in
an open letter on Jun. 1.
"Requiring service providers, including VPN providers, to log information that they may
otherwise not collect, for five years or more, violates the right to privacy protected by the Indian
Constitution," he said.
India's information technology ministry could not be reached for comment.
Authorities have declined requests from tech firms and digital rights groups to delay
implementation, and have said the reporting timeline is "very generous."
EVERYONE AT RISK
India is not the only country cracking down on VPNs.
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Russia banned several VPN services last year as part of a wider campaign that critics say curbs
internet freedom, although it has failed to block them entirely.
Russia's moves to block global news sites and social media platforms after its invasion of
Ukraine - similar to China's "Great Firewall" - have led to concerns that the internet is splitting
along geopolitical lines, digitally isolating people.
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India's new directive was drawn up with little consultation with the tech industry or with civil
society organisations, said Prateek Waghre, policy director at Internet Freedom Foundation, a
digital rights advocacy group in Delhi.
"Because of that there are now a bunch of directions that are ambiguous, with a tremendous
compliance burden, including potential imprisonment for non-compliance," he said.
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The rules have the potential to cause a great deal of harm, particularly in the absence of a data
protection law, he added.
"While there is a clear need for enhanced cybersecurity, when you ask for indiscriminate data
collection, everyone is at risk - and there is greater risk for people already at risk, such as
activists, journalists, dissenters, minorities." (Reporting by Rina Chandran @rinachandran;
Editing by Kieran Guilbert. Please credit the Thomson Reuters Foundation, the charitable arm of
Thomson Reuters, that covers the lives of people around the world who struggle to live freely or
fairly.
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This story has been published from a wire agency feed without modifications to the text. Only
the headline has been changed.
Log in to our website to save your bookmarks. It'll just take a moment.
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Oops! Looks like you have exceeded the limit to bookmark the image. Remove some to
bookmark this image.
Your session has expired, please login again.
You are now subscribed to our newsletters. In case you can’t find any email from our side,
please check the spam folder.
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‘INFODEMIC’ ON IMMUNITY BOOSTERS
Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges
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What were the most searched and consumed foods during the COVID-19 pandemic in India?
Top nutrition scientists in the country say that Indians gorged on Vitamin C-rich fruits, zinc
supplements and traditional supplements such as ginger and garlic, while opting to stay away
from non-vegetarian food, frozen food and Chinese cuisine.
Scientists studying the search trends in food explain that though the search interest in Ayurvedic
Kadha (a decoction of spices and herbs) was found to be high, the usage was markedly low.
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“Rise in COVID-19 cases had a direct association with the search trends,” said Subba Rao M.
Gavaravarapu, scientist and Head, Nutrition Information, Communication and Health Education
Division, ICMR-National Institute of Nutrition, who headed the study titled “Impact of ‘infodemic
in pandemic’ on food and nutrition related perceptions and practices of Indian internet users”.

Social media tips
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Published in PLoS One , a peer-reviewed open access scientific journal, the study explained
that the uncontrolled spread of (mis)information, news and propaganda related to COVID-19
created an ‘infodemic’ leading to panic and unscientific practices among the masses. Even
before the declaration of COVID-19 as a global pandemic, World Health Organization DirectorGeneral, Tedros Adhanom Ghebreyesus, had mentioned another epidemic — an epidemic of
misinformation. It was termed “infodemic”, which literally means superfluity of information.
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The study found that most people admitted relying on social media for gathering COVID-19
associated tips for boosting immunity, but those with a history of COVID-19 infection reported
relying more on doctors and health professionals for information. “With the largest number of
Internet users in the world, India has witnessed a steep rise in the number of people seeking
information on social media related to COVID-19. This study aimed to evaluate the trend of
COVID-19-associated food and nutrition news search by Indian Internet users between 27th
January 2020 and 30th June 2021 and its impact on their perceptions and practices,” Dr.
Gavaravarapu said.
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“The association between the change in Relative Search Volume (RSV) on Google Trends of 34
popularly searched keywords classified by the researchers under 5 different categories —
“Immunity”, “Eating behavior”, “Food safety”, “Food scares and concerns” and “COVID scare” —
showed a steep rise in search for immunity boosters, vitamin supplement brands “ ayush kadha
(ayurvedic decoction) during the first wave (April-August 2020),” the study said.
Survey results
An online survey conducted on adult Indian Internet users (n = 572) reported high (71.9%)
consumption of Vitamin C-rich fruits as well as Vitamin C (68.2%) and Zinc (61.4%) supplements
to boost immunity. Traditional Indian spices such as ginger and garlic were used by 62.9% and
50.9% respondents respectively.
Though ‘ kadha/kashayam ’ and ‘ chawanprash ’ were quite hyped, fewer participants reported
having consumed them (28.8% and 57.5% respectively).
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Dependence on homeopathy medicines for immunity boosting against COVID-19 was found to
be the least (28.1%).
“This study highlights the need for media and health literacy to advocate use of health
information cautiously,” Dr. Gavaravarapu said.
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CONTROL AND DELETE: THE HINDU EDITORIAL ON
GOVERNMENT APPELLATE PANELS FOR SOCIAL
MEDIA
Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges
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The Government’s plan to set up a panel that can overturn content moderation decisions made
by social media platforms is problematic in many ways. The idea, which has been proposed as
an amendment to the controversial IT Rules, 2021, is to constitute one or more appellate
committees which will have the final word on any content moderation issue facing a social media
platform. The trigger for these Government-appointed committees to come to life will be, say, an
appeal by a social media user who feels aggrieved by an order of the platform’s grievance
officer. “Government policies and rulemaking are committed to ensure an open, safe, and
trusted and accountable Internet for its users. As Internet access continues to rapidly expand in
India, new issues related to the above commitments also keep emerging,” the draft reportedly
says. It will be naive to think of such an aggrieved user as someone who has no axe to grind.
With billions of users, social media is well and truly an influencing machine, and filled with
influencers of all hues and shades. It is, therefore, important for democracy’s sake that it is not
taken over by any one influential player, even if it is the Government, with an agenda.
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But this is exactly what the mechanism will help to serve — tighten the Government’s grip on
messaging on social media intermediaries, which not long ago served to disseminate alternative
voices. Imagine how absurd it will be, for instance, if a Government-appointed committee sits to
decide on an issue in which the aggrieved user is a Government entity or a ruling party member.
How fair can that be? What makes it worse is in recent years, the Government has not covered
itself with glory when dealing with dissent, in the real world and on social media. This will not
only add another layer of complexity to the problematic IT rules that were introduced last year
but also another lever of Government control. The IT rules were widely criticised, including by
this newspaper as “deeply unsettling” for the kind of leverage that they give to the Government
over digital channels, with troubling implications for freedom of expression and right to
information. Ironically, they were launched by the then-Minister as a “soft-touch oversight
mechanism”. It should be noted that the last word has not been said on those rules, what with
pending legal challenges to them. All this is not to say that social media platforms should not be
regulated. Far from it. What should be clear after all these years is that a Government committee
is not the right answer for many woes, let alone social media ones. And in this case, it comes
with dangerous implications for free speech. It is best, therefore, that the proposal is dropped.

Our code of editorial values
END
Downloaded from crackIAS.com
© Zuccess App by crackIAS.com

Page 8
Source : www.thehindu.com

Date : 2022-06-23

DIGITAL WEARABLES CAN EXPOSE USERS TO
CYBERATTACKS: IEEE
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Digital wearables, smartwatches and fitness trackers pose unique threats to the security and
privacy of customer data, warned the Institute of Electrical and Electronics Engineers (IEEE), a
global outfit for technical professionals.
“By connecting a wearable to an extended ecosystem, one is exposing a larger attack surface,”
cautionedAiyappan Pillai, Senior Member of IEEE.
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“Cybersecurity experts look at this as a supply chain that includes a data generator, an analytics
engine and a service provider. Each link in the chain, including the connecting networks,
presents a potential risk.”
As per a document shared by the IEEE, most criminal intrusions of computer networks have a
financial motive. That may lead people to conclude that wearables have a low cybersecurity risk.
But wearables data, especially in healthcare settings, is often tied to financial information.
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“Depending on the organisation from which it was obtained, stolen health data can be extremely
valuable because it often includes so much personally-identifiable information – including
birthdays, email addresses and other login information, that can be used for identity- theft
purposes,” said Kevin Curran, Senior Member of IEEE.
India has been witnessing a massive adoption of wearable technology in the recent years.
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The wearables market in India had clocked a record-breaking, double-digit growth in the first
quarter of 2022, with shipments surpassing 13.9 million devices, as per IDC.
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