Page 1

Topic Wise

Topic Wise

topic

Index
Clear signals the ‘fringe’ ought to read
Northeast needs international routes
Question Corner
Meta platforms in India found exposed to human rights risks due to third party action
Mint
In Pegasus battle, the fight for surveillance reform
Mint

2
5
7
8
9
11
14

Page 2
Source : www.thehindu.com

Date : 2022-07-02

CLEAR SIGNALS THE ‘FRINGE’ OUGHT TO READ
Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

‘The transnationalisation of issues pertaining to Indian Islam will always be challenging for the
Government, while also making Indian Muslims extremely vulnerable to the political use of
Islam, known as Islamism’ | Photo Credit: Getty Images/iStockphoto
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In a period of just one week, we have had three important public statements being made by
three of the most important government functionaries in India that have emphasised India’s
stronger credentials as a secular democratic polity. The context is the reactions to the
controversial remarks on the Prophet made by a (now former) spokesperson of the ruling party.
In the first instance, the External Affairs Minister, S. Jaishankar, stated that the negative
reactions of many Muslim countries over the controversial remarks on the Prophet “... was an
issue where the sensibilities and the sensitivities of people were impacted”. Next was the
National Security Adviser (NSA), Ajit Doval, who candidly accepted that the controversy has
damaged India’s global reputation, but also arguing that “India has been projected or some
disinformation has been spread against India — which is far from the reality. Probably there is a
need for us to engage them [Muslim world] and talk to them and convince them”.
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Most importantly, we had the Prime Minister, Narendra Modi, mentioning in his blog his
childhood friend, one Mr. Abbas Ramsada, to highlight his (the Prime Minister’s) mother’s
selfless nature. Reminiscing their childhood, the Prime Minister mentioned Mr. Abbas having
stayed with Mr. Modi’s family “after the untimely death of my father's close friend who stayed in
a nearby village” (i.e., Mr. Abbas’s father). Though the Prime Minister did not directly address
the controversy over the derogatory remarks made about the Prophet, the very reference to Mr.
Abbas is an indirect acknowledgement that more damage should not be done to India’s image
as a country that celebrates its diversity and plurality. That Mr. Abbas was a part of his (the
Prime Minister’s) household, that Mr. Modi’s mother took care of Mr. Abbas just like her own
children, and that she also prepared favourite dishes during the festival of Eid must be seen as
emphasising Mr. Modi’s inclusive upbringing and the level of societal integration between Hindus
and Muslims in India. And, finally, it was the Supreme Court of India that held the discredited
former spokesperson “single-handedly responsible” for igniting emotions while asking her to
“apologise to the country”.
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Then there was the timing of the diplomatic firestorm over the remarks: India’s Vice-President M.
Venkaiah Naidu was to reach Qatar on the last leg of a three-nation tour, and Iran’s Foreign
Minister was to arrive on his first official visit to India. The Modi government has also taken
remarkable initiatives to improve ties with many West Asian/Gulf countries, in part to ensure
energy security and to attract investment from there in the infrastructure sector. But there is
another dimension that should not be forgotten.
Whether Mr. Jaishankar was hinting at global jihadist organisations or Pakistan’s security
establishment is not known, but he did acknowledge that there are elements desperate to “fish in
troubled waters”. It needs to be mentioned that immediately after the controversy erupted, the
Al-Qaeda in Indian Subcontinent (AQIS) issued a letter that has warned of suicide bombings in
many Indian cities to protect the honour of the Prophet. The language it has used to denigrate
the Indian government illustrates its efforts that are aimed at a transnationalisation of local
political tensions and conflicts.
Even before and after Independence, communal riots have occurred across India with disturbing
regularity. But here, the Indian government did not have to apologise to the Muslim world as the
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issues triggering the riots were seen to be local. While it has been relatively easier for
sympathisers from the Hindu religious right wing to brand Indian Muslims as anti-nationals and
to exhort them to become more nationalist in their world view, it is now quite difficult to move
away after indecorous remarks were made against the most respected figure in Islam. The
Prophet unites all Muslims, irrespective of their political, ideological, sectarian, ethnic and
linguistic differences. The mobilising potential of this issue is truly ‘transnational’.
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We never forget to mention that Muslims are closely integrated in Indian society, and have never
empathised with jihadist organisations and their transnational aims. Even in these organisations,
foreign fighters from India are disproportionately outnumbered by their American, French or
British counterparts or by people from countries where there is a sizeable Muslim population.
While Indian Muslims may have taken to streets protesting the persecution of their co-religionists
in many conflict zones across the world, they have also done so against terrorism perpetrated in
the name of Islam.
While the social, political and economic concerns of India’s Muslims have been too local to have
any reverberations outside India, their religious anxieties have also been too Indian to have any
resonance in any transnational organisation, be it Islamist or Jihadist. And it must remain so
because the transnationalisation of issues pertaining to Indian Islam will always be challenging
for the Government, while also making Indian Muslims extremely vulnerable to the political use
of Islam, known as Islamism.
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Various scholars have convincingly held that Islamism is not about Islam or Islamic faith, but it is
about a remaking of the political order. Islamism thrives on a transnationalisation of issues
pertaining to the Islamic faith and practices, which are not a monolith. ‘Religionisation of politics’
and ‘politicisation of religion’ is the root of Islamism, the same perilous politics that led to the
creation of Pakistan. And, most disturbingly, what unites Islamists and Jihadists is their vision of
a Sharia-based Islamic state as a desired political order. Muslims have always found the charm
and the influence of India’s constitutional order premised on secular nationalism more powerful
than the fatal attraction of radical Islamism. Many experts will still underplay the threat posed by
the global jihadist movement, arguing that neither AQIS nor the Islamic State (ISIS) has gained
any traction in India. Fortunately, that is true since there has been no noticeable increase in the
number of radicalised recruits despite the growing sense of political alienation among Indian
Muslims. Can this make us complacent? The ISIS is also severely damaged, its various Indian
franchises and offshoots do not pose any significant threat, and its capacity to draw recruits in
India has also become questionable. But the AQIS would like to capitalise on the ideological
vacuum in the regional jihadist landscape, particularly after the Taliban’s return to power in
Afghanistan.
The Taliban’s relationship with al Qaeda has often been marked by mutual suspicion. But
despite many complexities, they have often adopted successful ways to cooperate for mutual
strategic and tactical benefits. Even when the Taliban entered the Doha talks with the United
States for America’s eventual exit from Afghanistan, the two groups continued to coordinate till
the end. After the Taliban’s takeover, al Qaeda’s jubilation has been understandable.
Notwithstanding the fact that their relationship will remain fraught, they will still do their best to
cooperate and coordinate.
Though it is unclear how the Taliban will stop al Qaeda from using Afghan territory for
transnational jihadist operations, Kabul’s new ‘Islamist’ rulers are nonetheless unlikely to restrain
al Qaeda’s regional ambitions, due to their inability or unwillingness. This makes the Taliban a
highly suspect or unreliable partner in regional or global efforts to counter al Qaeda — we all
know that the Afghanistan-Pakistan region has been the birthplace of many jihadist
organisations including al Qaeda. The Pakistan factor too comes into play as Pakistan’s security
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establishment has been a long-time patron of the Afghan Taliban. There is also the kind of role
Islamabad is expected to play by Washington in post-exit Afghanistan. While the Pakistan state
itself seems to be bearing the brunt of the Afghan Taliban’s success in Afghanistan with the
reorganisation and reinvigoration of the Tehrik-e-Taliban Pakistan (TTP), the temptation will
never dissipate in Rawalpindi to manipulate the complex jihadist landscape of the AfghanistanPakistan region to meet its own geopolitical needs.
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The Taliban, al Qaeda and the Islamic State Khorasan (IS-K) are three of the most important
Islamist groups operating in Afghanistan’s conflict ecosystem. Though the Taliban have
consolidated their hold over the Afghan state since coming to power, their continued relationship
with al Qaeda makes strategic sense for them because of the all-important dimension of
collective effort. Both can effectively band together to combat their common foe, ISIS or the ISK. Thus, despite growing international pressure, the Taliban regime does not have any incentive
to undermine its own limited capabilities to counter the IS-K threat by either expelling or
immobilising al Qaeda who have been its partners.
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Al Qaeda’s ability to navigate Afghanistan’s jihadist landscape may or may not be of major
interest to the Afghan Taliban or other western countries, but it is very important for India.
Opinion remains divided as to whether India can be a direct target of al Qaeda or an indirect
one, with most opinion tending toward the second view, i.e., India is secondary to their real
struggle. Nevertheless, it is the possibility of the Taliban and al Qaeda jointly waging a fight
against the IS-K in the same operational battlespace that should alarm Indian authorities. This
also explains India’s recent diplomatic efforts to engage the Afghan Taliban and maintain its
presence in Afghanistan.
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The transnationalisation of local tensions and the Islamisation of local politics have always
exacerbated deadly conflicts. At a time when three of the most visible faces of the Indian
government and the highest judicial institution of the country have directly and indirectly
highlighted India’s civilisational heritage of inclusivity and tolerance, as well as the nondiscriminatory nature of the current political regime, it must be hoped that the ‘fringe’ elements in
the ruling party will be forced to abandon their Islamophobic vocabulary and religious prejudices.
Vinay Kaura is Assistant Professor, Department of International Affairs and Security Studies,
Sardar Patel University of Police, Security and Criminal Justice, Jodhpur, Rajasthan, and a Nonresident Scholar at the Middle East Institute, Washington DC
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NORTHEAST NEEDS INTERNATIONAL ROUTES
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges
to internal security incl. Terrorism & illegal Migration

Lifelines snapped:A road damaged in floods in Karimganj district on Friday.PTI-
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Prolonged disruption of road and rail transport across a major part of Northeast India due to
floods and landslips has renewed the demand for fast-tracking projects for connectivity with the
rest of the country through Bangladesh.
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The Barak Valley in southern Assam and the southern half of Manipur, Mizoram and Tripura are
dependent on the arterial Lumding-Badarpur railway line for transporting essentials from other
parts of the country. The National Highway through Meghalaya shares some of the passenger
and cargo load, while another through Dima Hasao in Assam has not quite been serviceable.
The 185-km railway line connecting Lumding in Hojai district of central Assam and Badarpur in
Karimganj district of southern Assam, much of it through the hill district of Dima Hasao, has
been prone to landslips since the metre gauge track of 1899 vintage was realigned and
converted to broad gauge in 2015. Badarpur is the junction from where the tracks branch out to
Silchar (30 km away), Jiribam in Manipur, Bairabi in Mizoram and Agartala in Tripura. The two
highways have a similar problem, particularly during the monsoon months of June to September.
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On May 14, rain-induced landslips and flash floods damaged the railway line in Dima Hasao at
56 locations. The highways either caved in or were blocked in many places, affecting road
transport for days. These cut off Barak Valley, parts of Manipur, Mizoram and Tripura for weeks.
Subimal Bhattacharjee, a Delhi-based cybersecurity expert from Silchar, said the landslip-prone
railway and highways made the revival of old British-era routes through present-day Bangladesh
important for at least five northeastern States, including Meghalaya.
“The Maitri Bridge across the Feni river connects Sabroom in Tripura and Ramgarh in
Bangladesh, while efforts are on to take the railway line beyond Sabroom. Another railway line
connecting Agartala and Akhaura in Bangladesh is in the works,” he said.
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“These will improve Tripura’s connectivity by leaps and bounds. But Mizoram, Manipur, Barak
Valley, Dima Hasao and Meghalaya will be better served by the old British line through
Mahisasan on the Assam-Bangladesh border with Badarpur becoming the communication hub,”
Mr. Bhattacharjee said.
Mahisasan in Karimganj district of the Barak Valley used to be connected to Chittagong, via
Kulaura.
“I am a strong proponent of connectivity, especially between Sylhet and our long-separated
cousins in the Barak Valley. The Chittagong-Badarpur-Haflong railway line is one of the oldest
set-up by the British to carry goods and traffic. We need to reconnect Kulaura with Mahisasan
and beyond. This would be a win-win situation for both Assam and Bangladesh,” Ishfaq Ilahi, a
retired Air Commodore of Bangladesh Air Force specialising in international affairs, told The
Hindu .
“I also visualise direct train between Sylhet and Silchar, just like the one we have between
Kolkata and Khulna. I proposed the other day in a meeting with Indian High Commissioner here
(Dhaka) to build a friendship bridge between Karimganj and Zakiganj (Bangladesh) across the
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Kushiara river, with immigration facilities on either side,” he said.
Officials at the Northeast Frontier Railway said a 2.7-km line from Mahisasan to Zero Point is
expected to be commissioned by December 2023. “Taking the track beyond into Bangladesh
would then be a matter of time,” a spokesperson said.

END
Downloaded from crackIAS.com

cr

ac
k

IA

S.
co

© Zuccess App by crackIAS.com

m

Our code of editorial values

Page 7
Source : www.thehindu.com

Date : 2022-07-10

QUESTION CORNER
Relevant for: Environment | Topic: Biodiversity, Ecology, and Wildlife Related Issues

Until now, common toads were thought to be terrestrial. The highest toad in this study was found
three metres up a tree — and scientists say there is a chance the toads might be venturing even
higher.
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This is the first time that the tree climbing potential of amphibians has been investigated at a
national scale ( PLOS ONE).
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The research was led by the University of Cambridge and Froglife, and supported by wildlife
charity People’s Trust for Endangered Species (PTES).
Common toads are regarded as typical terrestrial amphibians, which spend their time both on
land and in water during breeding. To date there have only been a handful of documented
sightings of common toads in trees in the U.K.
Consequently, common toads and U.K. amphibians in general have never been surveyed for in
trees. Over 50 common toads were found during surveys of hazel dormouse nest boxes (located
1.5m above ground) and tree cavities usually used by bats, says press release.
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Many of the cavities were small or not visible from the ground, so it is unclear how toads are
finding them and how difficult it is for toads to climb particular trees.
Toads were not found in boxes or tree holes with other species, however they were found using
old nests made by dormice and even birds.
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While 50 records is not a huge number, it suggests that toads spend more time in trees than
was previously thought. The discovery suggests that tree cavities might represent an even more
important ecological feature than conservationists previously thought. It highlights the
importance of protecting our remaining natural woodland habitats, especially ancient trees with
veteran features (such as hollows, cracks and other natural cavities) for all wildlife.
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META PLATFORMS IN INDIA FOUND EXPOSED TO
HUMAN RIGHTS RISKS DUE TO THIRD PARTY ACTION
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Meta platforms in India found exposed to human rights risks due to third party action | Photo
Credit: Reuters
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The report is based on an independent human rights impact assessment (HRIA) commissioned
in 2019 by Meta on potential human rights risks in India and other countries related to its
platforms.
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(Sign up to our Technology newsletter, Today’s Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The project was undertaken by Foley Hoag LLP. "The HRIA noted the potential for Meta’s
platforms to be connected to salient human rights risks caused by third parties, including
restrictions of freedom of expression and information; third party advocacy of hatred that incites
hostility, discrimination, or violence; rights to non-discrimination; as well as violations of rights to
privacy and security of person," the report said.
The HRIA involved interviews with 40 civil society stakeholders, academics, and journalists.
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The report found that Meta faced criticism and potential reputational risks related to risks of
hateful or discriminatory speech by end users.
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The assessment also noted a difference between company and external stakeholder
understandings of content policies.
"It noted persistent challenges relating to user education; difficulties of reporting and reviewing
content; and challenges of enforcing content policies across different languages. In addition, the
assessors noted that civil society stakeholders raised several allegations of bias in content
moderation. The assessors did not assess or reach conclusions about whether such bias
existed," the report said.
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According to the report, the project was launched in March 2020 and it experienced limitations
caused by COVID-19, with a research and content end date of June 30, 2021.
The assessment was conducted independently of Meta, the report said.
The HRIA developed recommendations for Meta around implementation and oversight, content
moderation, product interventions etc which Meta is studying and will consider them as a
baseline to identify and guide related actions, the report said.
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In a recent speech, prime minister Narendra Modi appreciated the contribution of Indian fintech
players to India’s economy. He focused on the fact that 40% of the world’s digital transactions
are taking place in India, emphasizing the growth of the industry and its inclusiveness. While
there has been a rise in the number of customers transacting through digital platforms, we are
also witnessing the rise in fake lending platforms which are tarnishing the image of the digital
lending industry.
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Here are a few measures that users can take to ensure that they are transacting with a genuine
digital lender:
Inconsistent addresses: According to a report by the Reserve Bank of India (RBI) working group
on digital lending, “as many as 600 ‘illegal loan apps’ are there in several app stores for Android
users in India." A loan applicant, therefore, should first verify the name of the app, its ratings,
reviews on the app store, etc., before even downloading it .
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Users should also do due diligence before applying for a loan and try to find the details of the
company operating the app—be that its website, contact details, physical office address in India
and the details of lenders disbursing loan through the app. For physical addresses, rogue apps
can mention incomplete/ inconsistent addresses. One such app had given a fake address that
mentioned BIADA, which is government authority in Bihar, and the name of a street in China.
So, a basic vigilant check of information, at times, gives away the rogue apps.
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NBFC websites: It is important to check the names of lending entities associated with the app
(as per a recent Google policy, it’s mandatory for lending apps to mention the names of all
registered NBFCs and banks it is associated with), and the loan tenure (most of the play stores
do not allow short-term personal loans). Further, as per RBI guidelines on digital lending
platforms dated 24 June 2020, it is mandatory for NBFCs to list the name of the digital lending
platforms/apps on their website as well.
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It has been observed that many rogue apps falsify their association with licensed NBFCs.
Hence, one should always check the the ‘partners’ section on the website of the relevant NBFCs
to verify all necessary details of their authorized digital platform providers. One should be wary
of loan apps that are not listed on the website of the lender.
App permissions: One major concern that the illegal apps have raised is data collection by
fraudulently taking various permissions from an user and misusing it later. Apps have the right to
collect only minimum required personal data after indicating usage of each data/ access
permission thus obtained.
Loan documents: As per guidelines on Fair Practice Code prescribed by RBI, a lender should
disclose necessary information (which affects the interest of the borrower) in a transparent and
upfront manner so that the borrower can make informed decisions. Most of the time, rogue apps
either do not provide loan documentation or fail to provide necessary information as mandated
by RBI. A user should always insist on a loan agreement while applying for a loan even from a
digital lending app and verify that the loan agreement discloses the name of the actual lender,
processing fees, annualized interest rate, penalty, repayment schedule, etc.
RBI has repeatedly cautioned people not to fall prey to unscrupulous apps and to verify the
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antecedents of the company/entity offering loans online or through mobile apps. Further, it has
provided a dedicated portal ‘Sachet’ for reporting rogue apps.
This also underlines the importance of trustworthy and effective industry associations /selfregulatory organisations (SRO) covering the participants in the ecosystem. In the near future,
these associations and SRO will play a crucial role in tackling illegal apps issues, leading to
heightened awareness among customers and enabling them to make informed choices.
Rohit Shrivastava is group head- legal,compliance & regulatory affairs, Balancehero India
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IN PEGASUS BATTLE, THE FIGHT FOR SURVEILLANCE
REFORM
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

‘The surveillance industry is becoming increasingly accessible, and the nature of surveillance,
exponentially intrusive’ | Photo Credit: Getty Images/iStockphoto
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A year has passed since the disclosures about the Pegasus Project revealed the threat to
India’s democracy. A leading digital news platform reported that the cellphones of at least 300
Indians had been hacked with Pegasus, the spyware from the Israel-based NSO Group; 10 of
the cases were confirmed by Amnesty International’s Security Lab using forensic analysis. The
victims, important members of India’s constitutional order, included cabinet Ministers, Opposition
leaders, journalists, judges and human rights defenders.
India has been aware of the existence of Pegasus since October 30, 2019 when WhatsApp
confirmed that the spyware has been used to exploit a vulnerability in its platform to target
activists, academics, journalists and lawyers in India. Since then, NSO has been able to
advance its technology, and Pegasus can now infect devices without any action on the user’s
part. Considering the severity of the threat posed by these disclosures, and the credibility of the
evidence which backs them, it is important to examine how each branch of the Indian state has
responded, or failed to respond, in protecting the privacy of citizens.
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The expectation is that the executive will provide the first response and that government
agencies will respond with action given the serious nature of the disclosures. But on July 19,
2021, the Minister of Electronics and Information Technology, Ashwini Vaishnaw, referring to
“press reports of 18th July 2021”, refused to directly address the claims made by the Pegasus
Project; he stated that the existing legal framework prevents unauthorised surveillance.
On November 28, 2019, the former Minister of Electronics and Information Technology, Ravi
Shankar Prasad, had responded similarly to allegations over the use of Pegasus. A report by
The New York Times of January 31, 2022 contradicted both their statements and stated that
‘India has bought Pegasus in 2017 as part of a $2-billion’ defence package. The apathy shown
by cabinet Ministers has been mirrored by specialised agencies.
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In response to disclosures by the Pegasus Project, CERT-IN, the nodal agency, the Indian
Computer Emergency Response Team, that deals with cybersecurity threats, has remained
silent. However, WhatsApp’s statement in 2019 did compel CERT-In to issue notices to NSO
and WhatsApp on November 26, 2019. But the agency has not provided any updates on what
has transpired.
Under India’s constitutional scheme, the legislature is responsible for holding the executive
accountable. However, practice has failed to match principles. When on July 28, 2021, the IT
Committee sought to question officials from the IT Ministry and the Home Ministry on Pegasus,
members (primarily from the ruling party), according to news reports, abstained as a bloc and
prevented a quorum. Previously, on November 19, 2019, those who had been targeted by
Pegasus using a vulnerability in WhatsApp, wrote to the IT Committee which even discussed the
issue. However, it has not provided any updates on its findings. Separately, in every
parliamentary session since the revelations, the Opposition has sought a discussion and a
probe. Both demands have been ignored.
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When it became evident that no answers were forthcoming from the executive and the
legislative branches, the victims turned towards the judiciary to seek redress. Thus, on August 5,
2021, the victims approached the Supreme Court of India where they demonstrated that forensic
analysis had found their phones to have been infected.
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On October 27, 2021, the Court constituted a technical committee to examine whether the
spyware had been used on Indian citizens. Eight months have passed but the committee has yet
to arrive at any findings. In this period, the committee has been examining the phones of the
victims and seeking comments from the public on surveillance reform. On May 20, 2022, it
placed an ‘interim report’ before the Court asking for time to place the final report; this was
granted. The case is now listed for the end of July 2022. While the top court is waiting for the
technical committee to submit its report, on December 16, 2021 it restrained a Commission of
Inquiry (constituted by the Government of West Bengal) from investigating whether the spyware
had been used on residents of West Bengal.
Perhaps commentators jumped the gun when they made the remark that Pegasus was India’s
‘Watergate Moment’. In the aftermath of Watergate, the institutional response in the United
States held President Richard Nixon and others involved accountable, in which all branches of
the state acted to check the abuse of power. But in India, the story continues to persist as one of
official stonewalling with no accountability in sight.
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Unlike the polity in India, other countries have responded to the Pegasus disclosures. Israel, for
example, set up a senior inter-ministerial team to begin an investigation while the Foreign
Minister, Yair Lapid, said that the government would work to ensure that Pegasus did not fall into
the wrong hands. France ordered a series of investigations within a day of the revelations; on
September 25, 2021, its cybersecurity agency confirmed that the spyware had been used to
target French citizens. On November 3, 2021, the United States added NSO to its ‘Entity List for
Malicious Cyber Activities’, which restricted the ability of U.S. companies to export goods or
services to NSO. In the United Kingdom, the spyware company implemented a change to
ensure that Pegasus could no longer target U.K. numbers after revelations, in 2021, that Dubai’s
ruler, Sheikh Mohammed bin Rashid Al Maktoum, had used the spyware to hack the phones of
his wife, Princess Haya, and her divorce lawyers, Baroness Fiona Shackleton and Nick
Manners, amid an ongoing custody battle.
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The lack of accountability has spurred further violations. While the Pegasus victims in India wait
for answers, there are documented instances of the advanced spyware being used in India
against human rights defenders. Reports by a digital forensics consulting company, Arsenal
Consulting (dated February 8, March 27, and June 21, 2021) revealed that two of the 16
accused in the Bhima Koregaon case, Rona Wilson and Surendra Gadling, had been targeted
by a commercially available spyware, ‘NetWire’, for almost two years. The spyware was used to
surveil and plant incriminating documents on their devices — documents which now form the
basis of the National Investigation Agency’s case against them.
The Indian ‘surveillance for hire’ industry is growing. These firms offer their services to anyone
who can pay, following which they proceed to spy on indicated targets by hacking their devices.
A Reuters report from June 30, 2022 termed these firms as “Indian cyber mercenaries” who
were being used by litigants around the world to sway litigation battles. One such Indian
company, BellTroX, was engaged in surveillance-for-hire activities and was one of the several
entities Facebook investigated, identified, and removed from its platforms in December 2021.
Much like what happened with the Pegasus Project, there has been no official response to both
these reports.
An overhaul of surveillance laws is necessary to prevent the indiscriminate monitoring of people
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and entities by the state and private actors. The Information Technology Act, 2000 and the
Indian Telegraph Act 1885 which empower the Government to surveil, concentrate surveillance
powers in the hands of the executive, and do not contain any independent oversight provisions,
judicial or parliamentary. These legislations are from an era before spyware such as Pegasus
were developed, and, thus, do not respond to the modern-day surveillance industry.
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Unfortunately, legislative proposals by the Union Government for surveillance reform do not
exist. The proposed data protection law does not address these concerns despite proposals
from members of the Joint Parliamentary Committee. Instead, the proposed law provides wide
exemptions to the Government relating to select agencies from the application of the law; one
which might be used to exempt intelligence and other law enforcement agencies. This gap in the
surveillance framework has led to severe harm being caused to India’s democratic ideals.
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The past year has showcased why the need for comprehensive surveillance reform is so urgent.
The Freedom House ‘Freedom in the World’ report — it tracks global trends in political rights
and civil liberties — changed India’s status from ‘free’ to ‘partly free’ in 2021. It has cited the
alleged use of Pegasus on Indian citizens as one of the reasons for the downgrade. From
targeting activists and journalists for civil and political purposes, to the targeting of litigants for
commercial benefits, the surveillance industry is becoming increasingly accessible, and the
nature of surveillance, exponentially intrusive. In the absence of immediate and far-reaching
surveillance reform, and urgent redress to those who approach authorities against unlawful
surveillance, the right to privacy may soon become obsolete.
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Anushka Jain is the Associate Policy Counsel (Surveillance and Transparency) and Krishnesh
Bapat is the Associate Litigation Counsel at the Internet Freedom Foundation. Mr. Bapat is
representing victims of Pegasus in proceedings before the Supreme Court of India
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Alphabet Inc's Google on Thursday reportedly blocked access to a popular battle-royale format
game Battlegrounds Mobile India (BGMI) from Krafton in India following a government order, a
Google spokesperson said according to Reuters report. This development comes a year after
the country banned popular game PUBG. Incidentally, BGMI was unavailable on Apple as well
as of Thursday evening.
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The Reuters report said, the removal of Battlegrounds Mobile India (BGMI) comes a year after
India's ban of PUBG, a similar title from South Korean developer Krafton. PUBG was banned for
its affiliation with Chinese publisher Tencent Games. The reason for BGMI's ban was not
immediately clear and IT Ministry has not commented on the matter yet, the report further
stated.
Meanwhile, countering popularly held belief, a major study by the University of Oxford published
Wednesday said that the short-term mental-health impact of playing video games "is probably
too small" to be noticeable. Andrew K. Przybylski, a researcher at the university's Oxford
Internet Institute said, "our study finds little to no evidence of connections between gameplay
and well-being."
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The study surveyed 38,935 players from the English-speaking world, asking them to rate their
mental well-being and comparing it with the amount of time they spent gaming in the previous
two weeks, according to AFP report. "Many have warned about video games' possible addictive
qualities and their potential harm to players' well-being, leading to far-reaching and widely
contested health policy decisions," said the study, published by the Royal Society.
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The report further said that in China, children are only allowed to game for one hour each day on
Fridays, Saturdays and Sundays. "Our results show that the impact of time spent playing video
games on well-being is probably too small to be subjectively noticeable and not credibly different
from zero," the study said.
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Game publishers including Sony, Microsoft and Nintendo provided researchers with the time
each respondent spent playing, with their consent. It followed players of seven titles -- "Animal
Crossing: New Horizons, "Apex, Legends," "Eve Online," "Forza Horizon 4," "Gran Turismo
Sport" and "The Crew 2" -- over a six-week period, taking surveys at two-week intervals.
However, the study's authors said that more work was needed to identify the causal effects over
a longer time period.
(With inputs from Reuters, AFP)
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