Page 1

Topic Wise

Topic Wise

topic

Index
Konyak groups in Nagaland slam extension of AFSPA
The rule of guns that continues to haunt India
Pegasus: SC panel tells people to report if they were targets
Google buys Israeli security startup Siemplify for $500 million: Report
In Andhra Pradesh, a string of jolts for the Maoists
Land in Gulmarg, Sonamarg notified as ‘strategic areas’
Initiate parliamentary probe into Tek Fog app: Trinamool
A serious lapse: The Hindu Editorial on PM security breach
Gullible users, lack of regulation, spur crypto cybercrimes in India
Following the trail of crumbs
Rising digital dependence during pandemic heightening cyber threats,survey says
Nagaland probe report soon: Naravane
Virat, Darmi and Heena get Army chief’s pat
‘Cyberattacks surge as COVID spurs digital push’
U.S. examining Alibaba's cloud unit for national security risks
The many problems of online anonymity
The peoples without a state

2
3
6
8
10
12
13
14
15
17
19
21
22
23
24
27
30

Page 2
Source : www.thehindu.com

Date : 2022-01-02

KONYAK GROUPS IN NAGALAND SLAM EXTENSION
OF AFSPA
Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate

A poster with photographs of 14 Konyak Nagas who were killed in Oting in Mon district of
Nagaland in December.RITU RAJ KONWAR
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Konyak Naga organisations have termed the extension of the Armed Forces (Special Powers)
Act (AFSPA) in Nagaland less than a month after the Mon massacre as “adding salt to wound”.
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Soldiers of an elite Army unit on December 4 gunned down 13 civilians in Mon district’s Oting
village during a botched operation purportedly against extremists. The district is dominated by
the Konyaks, one of the largest Naga tribes.
The Ministry of Home Affairs had issued a notification extending the contentious AFSPA for six
months from December 30, 2021, by saying the whole of Nagaland was in a “disturbed and
dangerous condition” requiring the use of armed forces in the aid of civilians.

IA

“The extension of AFSPA in Nagaland is a total violation of human rights. Adding salt to the
wound [of the Nagas], the extension is a calculated sign that undermines human dignity and
value while the Konyaks are crying for justice,” the Konyak Union, the apex body of the
community, said in a statement. Other organisations such as the Konyak Nyupuh Sheko Khong
and Konyak Students’ Union slammed the tagging of the State as “disturbed” when its people
have totally denounced any form of violence and were yearning for peace.
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The political parties and other social organisations in Nagaland also criticised the extension of
the AFSPA and said they were “aghast” by the Centre’s decision when the scars of the Mon
incident were still fresh. The Konyak Union had earlier said it was hurt to see some of the
soldiers involved in the December 4 incident accompanying an Army team that visited the site of
the ambush on December 29 for a probe.
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“The public at ground zero has recognised the faces of some of the soldiers who were directly
involved in the December 4 incident. The act of bringing along the killers of the incident seems
like an intention to hurt those already in grief,” the union said in a statement.
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THE RULE OF GUNS THAT CONTINUES TO HAUNT
INDIA
Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate
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On December 26, for the first time since the Modi government came to power in 2014, the Union
Home Ministry constituted a panel led by its officers to review the withdrawal of the Armed
Forces (Special Powers) Act (AFSPA) in Nagaland.
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An exhaustive report prepared by a committee led by retired Supreme Court judge B.P. Jeevan
Reddy under the Congress-led UPA government in 2005 has, however, gathered dust. The
committee had recommended that the AFSPA be repealed.
The Home Ministry’s decision to set up a new panel was necessitated after a botched operation
by the Army led to the killing of more than a dozen civilians on December 4 in Nagaland’s Mon
district. The region witnessed severe protests with the State Assembly, where the Bharatiya
Janata Party (BJP) has 12 MLAs, unanimously passing a resolution to repeal the Act.
The para commandos unit of the Army stationed in Jorhat, Assam, entered neighbouring
Nagaland on receiving an intelligence input about the movement of insurgent groups, but killed
the miners who were returning from a coal mine.
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The AFSPA gives unfettered powers to the armed forces and the Central armed police forces
deployed in “disturbed areas” to kill anyone acting in contravention of law and arrest and search
any premises without a warrant and with protection from prosecution and legal suits. The civil
administration or police in Nagaland was not informed of any such operation.

ac
k

The law first came into effect in 1958 to deal with the uprising in the Naga Hills, followed by the
insurgency in Assam. A reincarnation of the British-era legislation that was enacted to quell the
protests during the Quit India movement, the AFSPA was issued by way of four ordinances in
1947. The ordinances were replaced by an Act in 1948 and the present law effective in
Northeast was introduced in Parliament in 1958 by the then Home Minister, G.B. Pant. It was
known initially as the Armed Forces (Assam and Manipur) Special Powers Act, 1958. After the
States of Arunachal Pradesh, Meghalaya, Mizoram, and Nagaland came into being, the Act was
adapted to apply to these States as well.
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‘Disturbed areas’

The Act was amended in 1972 and the powers to declare an area as “disturbed” were conferred
concurrently upon the Central government along with the States.
Currently, the MHA issues periodic “disturbed area” notification to extend AFSPA only for
Nagaland and Arunachal Pradesh, where it is applicable in the districts of Tirap, Changlang,
Longding and areas falling under Namsai and Mahadevpur police stations bordering Assam.
The notification for Manipur and Assam is issued by the State governments. Tripura revoked the
Act in 2015 and Meghalaya was under AFSPA for 27 years, until it was revoked by the MHA
from April 1, 2018. The Act was implemented in a 20-km area along the border with Assam.
Jammu and Kashmir has a separate J&K Armed Forces (Special Powers) Act, 1990.
Though a committee was constituted on December 26 to study the withdrawal of AFSPA from
Nagaland, the Ministry had taken incremental steps to reduce its applicability in the past. In
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2017, however, it failed to convince the Assam and Manipur governments to begin a phased
withdrawal. Both the States, governed by the BJP, resisted the move. This was despite North
East reporting the lowest insurgency related incidents in two decades. According to the MHA, till
August 31, 2021, the number of such incidents were down to 135 from 1,743 reported in 1999.
On December 30, the MHA extended AFSPA in the whole of Nagaland for another six months,
stating the area is in “such a disturbed and dangerous condition that the use of armed forces in
aid of the civil power is necessary”. The order issued under Section 3 of the Act is reviewed
every six months.
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Till a few years ago, the notification published in the Gazette of India used to specify detailed
reasons such as the number of incidents, killings and insurgent groups operating in the area. It
stopped post 2018 with the Ministry regurgitating the same text every six months that the use of
armed forces in aid of civil powers is necessary. While for Nagaland, the same text is being
repeated for the past several years, the reasons for extending the provisions of the Act in
Arunachal Pradesh were specified till 2018, not any more.
According to Vappalla Balachandran, former Special Secretary, Cabinet Secretariat, it is a
typical bureaucratic practice to extend the notifications without any justification.
“They have to give reasons, it is wrong. If they are called to court tomorrow, they (the Ministry)
will have to justify the order, it seems there is no application of mind,” Mr. Balachandran said.
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Assam reported only 15 insurgency-related incidents in 2020 and till August 2021, it reported 17
incidents, from a high of 536 in 2000. However, the September 10 notification by Assam
mentions “evil design hatched by foreign intelligence agencies” and that the State shares
boundary with Bangladesh “and is surrounded by other countries like People’s Republic of
China, Myanmar and Bhutan” among eight reasons to extend AFSPA in the State. Besides
noting threat from United Liberation Front of Asom (I), the notification states that “the emergence
of Islamic terrorists groups like HUM, JMB and HM (Hizbul Mujahideen) in Assam also pose
threats to the security scenario.”
‘Violent activities’

cr

A December 8 order by the Manipur government extending AFSPA in the State for a year said,
“the Governor of Manipur is of the opinion that due to violent activities of various
extremist/insurgent groups, the entire State of Manipur is in such a disturbed condition that the
use of Armed Forces in aid of civil power is necessary.” While Manipur reported 740 incidents in
2008, in 2021, it only recorded 72 violent incidents.
A senior government official said “the disturbed area” tag also facilitates more funds from the
Centre and it is one of the reasons for States to continue its application.
Since 1995, the Centre has been implementing the Security Related Expenditure (SRE) scheme
for all North East States except Mizoram and Sikkim. Under the scheme, the Centre reimburses
90% of the expenditure incurred by States on various security related items, which include
raising of the India Reserve Battalions, logistics to the Central Armed Police Forces and the
Army, petrol, maintenance of designated camps of insurgent groups with which Suspension of
Operations have been signed. In the past seven years, the SRE reimbursement in North East
stood at Rs. 2,001 crore.
The official stated that a blanket withdrawal of AFSPA may not be feasible but the option to
remove it police station-wise, in phases, was on the table.

Page 5
In Focus
A reincarnation of the British-era law that was enacted to quell protests during the Quit
India movement, AFSPA was issued by way of four ordinances in 1947
The ordinances were replaced by an Act in 1948 and the current law effective in North
East was introduced in Parliament in 1958
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The Act was amended in 1972 and the powers to declare an area as “disturbed” were
conferred concurrently upon the Central government along with the States
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AFSPA gives powers to the armed forces deployed in ‘disturbed areas’ to kill anyone
acting in contravention of law, arrest and search any premises without a warrant
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PEGASUS: SC PANEL TELLS PEOPLE TO REPORT IF
THEY WERE TARGETS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

No snooping:Congress supporters protesting against the use of Pegasus spyware to snoop on
activists.File Photo
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The technical committee examining the Pegasus spyware allegations has issued a public notice
inviting citizens to come forward if they suspect that their mobile phones or instruments have
been infected with the Israeli military grade malware.
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The committee, overseen by former Supreme Court judge, Justice R.V. Raveendran, said
citizens should make it clear whether they would let the committee further examine their phones
or instruments if “reasonable cause” is found that they are infected.
Citizens who believe they were victims of Pegasus snooping should write to the technical
committee at inquiry@pegasus-india-investigation.in by January 7 noon. They should give
detailed reasons to substantiate their suspicions. News reports had said a cross-section of
people from journalists, activists, parliamentarians, government officials, lawyers and even court
staffers were targetted using Pegasus.
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Wide mandate

IA

In case the suspicions ring true and deserve further examination, the mobile phones and
instruments would be collected by the committee in Delhi and digital phone images of the
records collected would be provided to their owners.

The job cut out for the committee is to “enquire, investigate and determine” whether the
“Pegasus suite of spyware was used on phones or other devices of the citizens of India to
access stored data, eavesdrop on conversations, intercept information and/or for any other
purposes”. The committee also has to get the “details of the victims and/or persons affected by
such a spyware attack”.
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The other questions for the committee include whether Pegasus was used by the Centre or
State or any of their agencies against their own citizens, and if used, was it authorised and
under what law or procedure.
The Supreme Court Bench led by Chief Justice of India N.V. Ramana wanted the committee to
dive deep into the first public signs of the alleged use of the military-grade spyware years ago.
The court had wanted the committee to dig up the steps taken by the government “after reports
were published in the year 2019 about hacking of WhatsApp accounts using the Pegasus suite
of spyware”.
The court also wants the committee to use its expertise to test the existing surveillance laws and
procedures to see how much they value and protect citizens’ privacy. The court said the
committee should come up with recommendations to prevent State and non-State players from
invading the fundamental right of privacy of citizens through illegal surveillance mounted on
them.
The court has also asked the Justice Raveendran panel to come up with suggestions for
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enhancing and improving the cyber security of the nation and its assets. Noting that there should
not be any delay in protecting citizens from malicious spyware attacks, the court had even asked
the committee to suggest an ad hoc arrangement that could be passed by the Supreme Court as
an interim measure until the Parliament came up with a law.
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GOOGLE BUYS ISRAELI SECURITY STARTUP
SIEMPLIFY FOR $500 MILLION: REPORT
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

The deal came after Google made a pledge to U.S. President Joe Biden last August to invest
$10 billion in cybersecurity over the next five years
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Alphabet Inc-owned Google said on Tuesday its cloud division had acquired Israeli cybersecurity
startup Siemplify, as the U.S. tech giant expands its security offerings amid rising cyber attacks.
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Financial details of the deal were not disclosed by the companies, but a source familiar with the
matter said Google paid about $500 million in cash for Siemplify.
The deal came after Google made a pledge to U.S. President Joe Biden last August to invest
$10 billion in cybersecurity over the next five years, amid a significant rise in cyber attacks and
data breaches.
Siemplify, led by co-founder and chief executive Amos Stern, provides security orchestration,
automation and response solutions. It has raised $58 million from investors including G20
Ventures and 83North.
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With a partnership with Google Cloud, Siemplify attracted the buyer's interest as it was in the
process of raising a new round of private capital, the source added.
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Since the pandemic started in 2020, Google's revenue from the cloud business has nearly
doubled to around $5 billion as companies shifted to working from home. The need to protect
and hedge against security threats has shot up in tandem, with big corporates also beefing up
on cybersecurity products.
Google said Siemplify's platform would be integrated into its cloud and serve as the foundation
for the capabilities it will invest in.
The buyout, Google's first Israeli cybersecurity firm deal, will help the tech giant take advantage
of the Middle Eastern nation's deep pool of cybersecurity talent.
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Guggenheim Securities advised Siemplify on the transaction.

This story has been published from a wire agency feed without modifications to the text. Only
the headline has been changed.
Never miss a story! Stay connected and informed with Mint. Download our App Now!!
Log in to our website to save your bookmarks. It'll just take a moment.
Oops! Looks like you have exceeded the limit to bookmark the image. Remove some to
bookmark this image.
Your session has expired, please login again.
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IN ANDHRA PRADESH, A STRING OF JOLTS FOR THE
MAOISTS
Relevant for: Security Related Matters | Topic: Linkages of organized crime with terrorism

CPI (Maoist) leader Akkirajuaju Hargopal alias Ramakrishna alias RK in 2004. | Photo Credit:
The Hindu
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The banned Communist Party of India (Maoist)` would probably like to forget 2021. It not only
suffered setbacks in the Andhra-Odisha Border (AOB) region in Visakhapatnam district, which
the left-wing extremists consider as their strongest fortress after the Dandakaranya region, but
also received strong jolts in its self-proclaimed ‘red corridor’ region.
The chief of the Andhra Odisha Border Special Zonal Committee, Akkiraju Haragopal alias
Ramakrishna alias R.K., died after a prolonged illness in October, six top leaders were killed by
the Greyhounds in June in Koyyuru mandal in the Visakhapatnam Agency, and 26 cadres
including Central Committee (CC) member Milind Teltumbde were killed during a gun battle by
the C-60 force of Maharashtra in Gadchiroli. Other setbacks included the arrest of Polit Buro and
CC member Prashant Bose alias Kishan da and his wife Sheela Marandi, also a CC member,
and the expulsion of another senior CC and Polit Buro member Kobad Ghandy, for anti-party
activities.
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But the major issue that came to the fore after the surrender of some key tribal leaders in the
AOB region was the growing rift between the tribal leaders and non-tribal leaders and cadres
within the Maoist set-up. Surrendering before the police, Sudheer, Naveen and Swarna, who
had led many major operations for the Maoists in the AOB region, had said that though the tribal
people form the major fighting force both in the AOB region and in Chhattisgarh, the leadership
rests with the non-tribal people who are mainly from the upper castes and come from the plains
of Andhra Pradesh and Telangana. Speaking to The Hindu, Sudheer had said that the tribal
people are treated like “cannon fodder”. Since the time the Maoists made their way into the AOB
area from Telangana in the early 1980s, the leadership has stayed with the non-tribal people
despite their dependence on the tribal people for all their needs, Sudheer had said. He had also
mentioned being upset when non-tribal leaders gave the order for killing four tribal people last
year after branding them as police informers.
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At present, the movement in AOB is led by Aruna, wife of CC member Chalapathi, and Gajarla
Ravi alias Uday, both of whom are non-tribal people. Despite being a woman, Aruna ill-treats
women cadres, Swarna had said. Almost all the tribal leaders in the AOB region such as
Kudumula Venkata Rao alias Ravi and Gemmeli Narayan Rao alias Jambri have died. Many
have also surrendered.
To make matters worse, recruitment in this region has reduced and so, the Maoists are busy
importing cadres from Chhattisgarh, who are mainly from the Koya tribes. This is resulting in
cultural differences between the people of the region and the new recruits.
CPI (Maoist) expels politburo member Kobad Ghandy
As there are no new recruits from the region, senior leaders who are ageing are being forced to
hand over the lower and mid-level leadership to the tribal people. This is resulting in cultural
differences between the various levels of leadership. This was also pointed out by Kundan
Pahan, a tribal leader who had surrendered in Jharkhand, and Jambri (who was killed in action
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in 2017) in AOB. They had expressed displeasure at the ‘high-handedness’ and ‘nonacceptance’ of non-tribal leaders.
Though this has been refuted by the Maoists, who say differentiating people along the lines of
caste, ethnicity and religion is against their ethos, a document penned by the former General
Secretary of the party, Muppalla Lakshmana Rao alias Ganapathi, also mentioned this issue. He
had warned that non-tribal leaders must change their approach and set things right with the
tribal leaders if they want the movement to stay alive.
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There are questions that need to be raised and allegations that must be countered about the
vaccine strategy
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LAND IN GULMARG, SONAMARG NOTIFIED AS
‘STRATEGIC AREAS’
Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

Mehbooba MuftiNISSAR AHMAD
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The Jammu and Kashmir government has declared around 1,358 kanals (169.75 acres) as
“strategic areas” in the tourist hotspots of Gulmarg and Sonamarg in north and central Kashmir.
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According to an order issued by the Tourism Department, 1,034 kanals and six marlas of land in
Gulmarg and 354 kanals in Sonamarg have been notified as strategic areas by the authorities,
while exercising powers under the Jammu and Kashmir Development Act.
It said the Corps Commander must ensure strict adherence to the environment laws.
“The Corps Commander shall ensure that no other applicable law in force in the Union Territory
of Jammu and Kashmir is observed in breach,” said the order.
This is for the first time since the Control of Building Operations Act, 1988, and the J&K
Development Act, 1970 were amended in 2020 that the government has issued such a
notification.

IA

As per the amendments, the government can notify “strategic areas” for use by the armed forces
and regulating construction through a “special dispensation”.
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The government said a special mechanism needed to be put in place for such strategic
infrastructure needs.
The government noted that the notified “strategic areas” were within the existing armed forces
land.
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Peoples Democratic Party president Mehbooba Mufti tweeted, “Allocating thousands of kanals to
armed forces, that too in tourist areas, confirms GOI’s intention to convert J&K into a military
garrison. Under the ‘state land’ pretext, our land is up for grabs and, to add insult to injury, locals
are being evicted from their homes.”
CPI(M) leader M.Y. Tarigami asked the government “to review its decision”.
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INITIATE PARLIAMENTARY PROBE INTO TEK FOG
APP: TRINAMOOL
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Derek O'Brien
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Reacting to a news report that an app is being used to spread misinformation, make hate
speeches and manipulate social media trends, Trinamool Congress leader in the Rajya Sabha
Derek O’Brien on Friday demanded the Parliamentary Standing Committee on Home Affairs
take up the matter as such apps posed “severe danger” to national security.
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Separately, the Congress urged the Supreme Court to take note of news report on Tek Fog app,
and have it examined by the expert panel that’s already looking into the alleged use of the
Pegasus spyware on some Indian citizens.
A report on news portal, The Wire, had alleged that people associated with the Bharatiya Janata
Party’s IT cell were purportedly using the app to take control of inactive WhatsApp accounts,
send messages to frequently contacted numbers, and “hijack” trending topics on social media
platforms.
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Referring to the report, Mr. O’Brien wrote to Congress leader Anand Sharma, who heads the
parliamentary panel on Home Affairs, to convene a meeting on the issue of “hijacking and
manipulating” social media trends.
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In his letter, Mr. O’Brien wrote, “The existence and usage of manipulative technologies like Tek
Fog is a severe danger to national and citizens’ security... It is imperative that this matter be
taken cognizance of, by the members of the Parliamentary Standing Committee on Home
Affairs.”
Addressing a press conference on the same issue, Congress spokesperson Supriya Shrinate
“urged the Supreme Court to look into this and to punish, in no uncertain terms, the people who
are behind this.”
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A SERIOUS LAPSE: THE HINDU EDITORIAL ON PM
SECURITY BREACH
Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate
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The lapse in Prime Minister Narendra Modi’s security arrangements, which left his convoy
stranded on a flyover for around 20 minutes, near Ferozepur in Punjab on Wednesday is indeed
a serious one as stated by the Union Home Ministry. But by quickly blaming the Punjab
government and the State police, the Central functionaries triggered a blame game that has
forestalled the possibility of a fair and credible inquiry into the incident. Two parallel inquiries
have been announced, one by the Centre and another by the State, both of which are on hold
until Monday when the Supreme Court of India will hear a plea on the issue. Discussions on
national security are always surcharged in India but at least this one involving the personal
security of the Prime Minister should have been more tempered. Union Ministers and Bharatiya
Janata Party functionaries turned this into yet another loyalty test, and resorted to hyperbole.
India takes the security of its Prime Minister very seriously. After all, a sitting Prime Minister, a
former Prime Minister, and the leader revered as the father of the nation are among the list of
the country’s assassinated leaders. The Special Protection Group (SPG), with an outlay of
around 600 crore in 2020 and around 3,000 personnel has just one job — protect one person,
the Prime Minister.
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The critical question that is to be probed is who made the decision that the Prime Minister could,
and should, travel by road for more than 100 km, from Bathinda to Ferozepur and what inputs
went into making that decision. Assuming that someone concluded that it was advisable for the
Prime Minister to be on the road for nearly two hours, the process that preceded it must be
probed. It was also decided that the Prime Minister should not be using a helicopter as was
originally planned. The route was identified in advance as a contingency plan, but the decision to
use it was made at the last moment — a version that both the State and Central governments
agree on. Various scenarios involving miscommunication, misinformation and misjudgment are
possible. Protesters who blocked the route were reportedly unaware of the Prime Minister’s
travel. As the Union Home Minister said, accountability must be fixed, and loopholes must be
plugged. Considering the mutual distrust the State and the Centre have now public, a Supreme
Court-monitored probe could be a good way to get to the bottom of the matter in a credible
manner. This episode must also lead to a more efficient protocol for the Prime Minister’s travel,
and a repurposing of the SPG, if required. Meanwhile, loose talk, diatribe and electioneering on
the issue must be shunned at all cost.
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GULLIBLE USERS, LACK OF REGULATION, SPUR
CRYPTO CYBERCRIMES IN INDIA
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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NEW DELHI : Last week, India’s Enforcement Directorate conducted several raids as part of an
investigation into a massive crypto scam that involved a fake crypto called Morris coin that was
floated to dupe millions of investors in Kerala, Tamil Nadu, and Karnataka of over 1,200 crore.
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Last month, the official Twitter handle of Prime Minister Narendra Modi was “briefly
compromised" and a message was posted declaring that India has accepted crypto as legal
tender.
The massive surge in the value of cryptos after the pandemic and the availability of multiple
wallets and exchanges have spurred a massive investment spree in cryptos. The value of some
of these new cryptos, such as Dogecoin, soared by 8,300% last year, exceeding even that of
bitcoin. And even though bitcoin prices are crashing again, the lure of cryptocurrencies remains.
While it’s still not clear how many people in India own cryptos, some of the large crypto
exchanges such as CoinSwitch Kuber claim to have over 15 million users.
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That said, with more people in India trading in all sorts of cryptos, hackers are having a field day.
According to blockchain analysis firm Chainalysis, the total value of cryptocurrencies held by
illicit wallet addresses worldwide soared by 79% last year to $14 billion from $7.8 billion in 2020.
Crypto investors lost over $2.8 billion globally to various crypto scams in 2021. Illicit address
refers to wallets used for cyber attacks, Ponzi schemes and other scams.
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Stealing cryptos from wallets through phishing or tricking people into spending on unknown or
fake cryptos such as Morris coin are some of the ways in which crypto owners and investors
have been targeted by scammers and hackers recently.
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In many instances, cybercriminals use channels such as Whatsapp and Telegram to scam
young crypto owners with the promise of doubling their money. “In a few cases, we have seen
employees of cryptocurrency exchanges sharing databases of cryptocurrency owners with
cybercriminals, who use this information to start cyberattacks using SMS or even WhatsApp
messages with phishing links to takeover crypto accounts," said Rahul Tyagi, co-founder, Safe
Security (formerly Lucideus), a cybersecurity firm.
Despite increase in crypto investments, actual knowledge about cryptocurrencies or their
underlying technologies is low in India, as is the awareness about cybersecurity. “Users have to
understand that unlike traditional fintech, where a formalized redressal system exists in case of
frauds; for cryptocurrencies, if you lose control of your wallet or send cryptocurrency to an
unintended address, there is no way to revive it," he said.
According to N.S. Nappinai, a Supreme Court advocate and founder of cyber safety organization
Cyber Saathi Foundation, while attacks on crypto owners started a few years back and grew
during the pandemic, crypto scams have been going on for many years. “Now both are
flourishing," she said. “People don’t know either about blockchain or cryptocurrency. They are
easily enamoured and fall for these scams," she added.
On their part, crypto wallets and exchanges have been trying to educate users about security.
Many offer features that can minimise the risks too. Tyagi pointed out that most users are
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unaware that crypto wallets have an option called whitelisting crypto account addresses. If
activated, it reduces the chances of fraud. It’s an opt-in feature that allows withdrawals to go
only to addresses that you have pre-designated. “Users need to explore and understand the
security and privacy aspects of cryptocurrencies before they invest," he added.
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Some experts also believe that the lack of regulation on cryptos in India has heightened the risk,
as many users don’t know which coins are legitimate and which are not. Nappinai believes that
“at a very basic level" regulation will ensure that there is clarity in terms of what is permissible
and what is criminal. “So that, from an investor’s perspective, it is preventive and protective. And
from the law enforcement perspective, it gives them clarity to prosecute."
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India has shifted its stance on cryptos and instead of a blanket ban is now seeking to regulate it,
according to recent reports. The government had listed the Cryptocurrency and Regulation of
Official Digital Currency Bill 2021 in the Winter session of Parliament last month but it was not
tabled.
Though scammers and cybercriminals can still be prosecuted under existing laws, regulation will
encourage investors to file complaints and ensure that not just anyone can issue new coins out
of the blue and start collecting money through initial coin offerings. Nappinai pointed out that
before a Supreme Court judgement on an appeal by the Internet and Mobile Association of India
(IAMAI) in 2020, people were too scared to even file a complaint for crypto crimes.
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“The government should take a call on saying yes or no to crypto," said Nappinai. “If you’re
going to say maybe or yes to certain things, then be specific in terms of what you are going to
allow. What will be the parameters needed to release a private coin or what are the investor
protections in place," she said.
Never miss a story! Stay connected and informed with Mint. Download our App Now!!
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FOLLOWING THE TRAIL OF CRUMBS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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On January 6, Google and Facebook were hit with a combined 210 million Euros fine for not
complying with France’s data privacy law. The country’s data protection authority, CNIL, said
that Facebook, Google’s French homepage and YouTube websites failed to provide its users a
‘disable’ cookies option similar to the enable button.
The authority said these websites made it hard for users to refuse cookies and nudged them to
accept it. They required users to make several clicks and take a circuitous route to disable
cookies, which affects the website visitor’s freedom of consent on the Internet.
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A user expects to be able to quickly check a website, and the fact that they can’t refuse cookies
as easily as they can accept them influences their choice in favour of consent, the data privacy
watchdog noted.
Cookies and web beacons are electronic placeholders that are kept on your device by websites
to track your specific movements on that website over time. They are useful to a limited extent to
individual users. For example, cookies retain login details for quick retrieval next time the user
logs back in. But they also extensively track people’s digital footprint and share browsing details
with advertisers.
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HTTP cookies, or Internet cookies, have become an essential fixture of the modern Internet, and
are a necessary part of web browsing. For developers, this tracking tool is a way to customise
and personalise their interface for users. But they pose a threat to user privacy.
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Using cookies, websites remember you, your login credentials, browsing history, and sometimes
peep into your e-commerce shopping carts. The data these cookies gather is largely used by
advertisers and marketers to place and sell their products online.
Most cookies are perfectly safe, and are generated by the websites themselves to enhance their
page’s performance. These are usually harmless, and are commonly called necessary cookies.
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Third-party cookies are more troubling as they are placed by companies that do not own the
website the user is accessing. For example, a student may be surfing an educational website
that contains advertisements of various other companies. These advertisers can deploy relevant
cookies to track the user’s digital footprint.
But what happened in the case of Google and Facebook is related to first-party cookies. And it
was also a matter of how large platforms make it hard for its users to deny tracking. This was at
the heart of the of 210 million Euros CNIL fine.
While complaints against Facebook and Google over similarly problematic consent issues
continue to languish at the Irish Data Protection Commission (DPC), France has taken a step
forward and set a precedent.
The CNIL’s action is based on a piece of EU legislation, the ePrivacy Directive, which gives
France a creative way to apply General Data Protection Regulation (GDPR) standards within its
borders. According to Article 82 of the French Data Protection Act, any subscriber or user who
uses Internet-based service must be informed in a clear and comprehensive manner by the
controller or their representative of the purpose of any action to access information already
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stored in the user’s electronic device. They should also seek consent from the user to record
information in such a device. The controller is also obligated to provide means to oppose such
interference. Under Article 6 of GDPR, if consent is the legal basis for claiming to process users’
data, then it must be informed, specific and freely given in order for it to be obtained legally.
For Google, this is the second time the company is fined by CNIL in less than a month. In
December 2020, the search giant was fined 100 million Euros by the French regulator for
dropping tracking cookies without getting consent from users.
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India, like France, should draft rules to protect its citizens from being stalked by large tech firms,
which control a significant part of the digital space. But, the country has no comprehensive
personal data protection at the moment.
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While some experts note that the use of cookies without the user’s consent could be subsumed
under Section 43 of the Information Technology Act, in the absence of any explicit legislation,
companies can circumvent the law by finding technical loopholes. For instance, the Section
deals with a ‘computer virus’ that can potentially contaminate an electronic device. But cookies
don’t harm the computer like the malware.
The draft Personal Data Protection Bill (PDP), 2019, which is likely to be passed by the
Parliament during the Budget session is also not up to the mark on regulating cookies.
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The Bill defines ‘personal data’ as any information about a natural person who can be directly or
indirectly identified. This means, businesses that use cookies can argue that their web trackers
inherently cannot spot a ‘natural’ person.
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Perhaps where the PDP Bill can help is with its definition of ‘personal information’, which can be
used to trace a natural person. And this is what cookies do for the businesses that deploy them.

Our code of editorial values

The chips are Intel’s first effort in many years in the market and will take on leader Nvidia, which
had graphics chips sales of $9.8 billion in its most recent fiscal year, a 29% increase.
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The concept car uses less than 10 kWh of electrical energy to travel 100 km. When translated
into fossil-fuel consumption, this is around 1 litre per 100 km.
END
Downloaded from crackIAS.com
© Zuccess App by crackIAS.com

Page 19
Source : www.thehindu.com

Date : 2022-01-12

RISING DIGITAL DEPENDENCE DURING PANDEMIC
HEIGHTENING CYBER THREATS,SURVEY SAYS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

High school students play the "America's Army" video game during engagement skills training at
the U.S. Military Academy at West Point, New York | Photo Credit: Reuters
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As the world enters the third year of the Covid-19 pandemic, a growing dependence on digital
systems has heightened the risks posed by cybersecurity threats globally, while fracture of interstate relations, widespread youth disillusionment and digital inequality are among top risks for
the Indian economy, a new survey showed on Tuesday.
(Sign up to our Technology newsletter, Today's Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The Global Risks Report 2022, released by the World Economic Forum (WEF) ahead of its
online Davos Agenda meeting next week, said climate-related risks dominate the list of biggest
concerns by impact and likelihood, most notably in the long-term –- where five of the top 10
global risks are all climate or environment-related.
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Now in its 17th edition, the report has urged world leaders to think outside the quarterly reporting
cycle and create policies that manage risks and shape the agenda for the coming years.
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The top five risks identified in the report are climate crisis, growing social divides, heightened
cyber risks and uneven global recovery, as the pandemic lingers on. A global survey of experts
found that only one in six are optimistic and only one in ten believe the global recovery will
accelerate.
The report warned that the risks of growing social cleavages will continue to be exacerbated by
the pandemic and experts are cautioning that the global economic recovery will likely be uneven
and potentially volatile over the coming years.
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The economic fallout of the pandemic and diverging recoveries also continue to threaten
cooperation on other global challenges – at a time when climate and environmental risks loom
large.
Besides, the growing dependence on digital systems -– which has only intensified in the past
two years -- has heightened the risks posed by digital or cybersecurity threats.
With regard to India, the report said fracture of interstate relations, debt crises in large
economies, widespread youth disillusionment, failure of technology governance and digital
inequality are the top five risks identified for the Indian economy by the WEF's Executive
Opinion Survey (EOS).
The top shorter-term global concerns include societal divides, livelihood crises and mental
health deterioration, while most experts believe a global economic recovery will be volatile and
uneven over the next three years, the WEF said.
The report further said geopolitical tensions are spilling over into the economic sphere and cited
examples of India and Japan putting protectionist policies in place during the pandemic.

Page 20
On risks that have worsened the most since the start of the pandemic, it identified social
cohesion erosion, livelihood crises, climate action failure, mental health deterioration, and
extreme weather as the top five.
Western companies in sensitive sectors such as technology are encountering increasing
difficulties in doing business in China and Russia, and Western countries are themselves
restricting investment from geopolitical competitors in strategic sectors, it added.
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It also referred to India's pledge to reach net-zero emissions by 2070 and announced a target of
50 per cent renewable energy by 2030. All the largest emitters have now agreed to start phasing
out fossil fuels.
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"Health and economic disruptions are compounding social cleavages. This is creating tensions
at a time when collaboration within societies and among the international community will be
fundamental to ensure a more even and rapid global recovery.
"Global leaders must come together and adopt a coordinated multi-stakeholder approach to
tackle unrelenting global challenges and build resilience ahead of the next crisis," WEF
Managing Director Saadia Zahidi said.
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The Global Risks Report 2022 has been developed with the support of the WEF's Global Risks
Advisory Board, besides from ongoing collaboration with its strategic partners, Marsh
McLennan, SK Group and Zurich Insurance Group, and its academic advisers at the Oxford
Martin School (University of Oxford), the National University of Singapore and the Wharton Risk
Management and Decision Processes Center (University of Pennsylvania).
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The chips are Intel’s first effort in many years in the market and will take on leader Nvidia, which
had graphics chips sales of $9.8 billion in its most recent fiscal year, a 29% increase.

cr

The concept car uses less than 10 kWh of electrical energy to travel 100 km. When translated
into fossil-fuel consumption, this is around 1 litre per 100 km.
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NAGALAND PROBE REPORT SOON: NARAVANE
Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

The Army’s Court of Inquiry into the botched operation in Nagaland last month will submit its
report in a day or two, Army chief General Manoj Naravane said on Wednesday. He said the law
of the land is paramount and action would be taken as required.
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“The regrettable incident which happened in Oting in Nagaland on December 4 is being
thoroughly investigated... The inquiry is in its final stages and the findings would be submitted in
a day or two,” Gen. Naravane said, addressing the annual press conference ahead of Army Day.
“I would like to clarify that the law of the land is paramount and we would always uphold that and
take action as required in upholding it.”
Fourteen civilians and a soldier were killed in Mon district on December 4. The Army constituted
a Court of Inquiry headed by a Major-General rank officer to investigate the incident.
Stressing that the Army remained committed to the security of countrymen, even during the
conduct of operations, Gen. Naravane said there were standard operating procedures (SOP)
which have been refined over time. “Appropriate action will be taken and corrective measures
instituted to further refine the SOPs based on the outcome of the investigation.”
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‘Situation under control’
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The overall security situation in the northeastern region was under control, and a robust security
posture had significantly curtailed the operational space for terrorists, Gen. Naravane said. “We
have been able to deinduct two Army divisions from counter insurgency and counter terrorism
role which shows how much the situation has improved in the northeast,” he added.
On the Indo-Myanmar border, due impetus was being given to the border guarding role by the
Assam Rifles. “Here we do intend to progressively increase the number of AR Battalions
deployed for guarding of the border,” he said.
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On the situation along the Line of Control (LoC), the Army chief said it had seen “marker
improvement”, with the observation of the ceasefire by both sides.
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VIRAT, DARMI AND HEENA GET ARMY CHIEF’S PAT
Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate

Virat the horse is with the President’s Bodyguard and has served as the Commandant’s
charger.Special arrangement

m

Virat, Darmi and Heena were awarded the Chief of the Army Staff Commendation on the eve of
Army Day on January 15 for their exemplary service. Virat is a horse with the President’s
Bodyguard (PBG), while Darmi and Heena are Army dogs.
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Virat, a Hanoverian breed, was issued to the PBG on September 12, 2000. He performed his
duties as the Commandant’s charger for over a decade and awed spectators, including foreign
dignitaries, with his trademark poise and confidence, an official said.
“Within a short span of time, he displayed the potential and temperament to become the most
trustworthy parade horse,” the official noted”. “During Republic Day Parade and Beating Retreat
ceremony in 2021, the horse performed exceptionally well despite his old age.”
“From the beautiful arch of his neck right down to his graceful trot, to the wisdom in his eyes,
Virat is a horse like no other,” said an officer who has served with the PBG.
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The Army has eight different trades of dogs: tracker, guard, mine detection, explosive detection,
infantry patrol, avalanche rescue operations, search and rescue, assault and narcotic detection.
Darmi was pressed into service for a search and rescue operation at a post on the Siachen
Glacier on April 25 last year.
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Undeterred by the extreme cold at an altitude of around 16,500 feet, low atmospheric oxygen
and high intensity winds, Darmi confirmed the exact location of Fibre Reinforced Plastic (FRP)
that was damaged, dislocated and buried under 25 feet of hard snow. This helped in finding six
soldiers and three porters, an officer explained.
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Heena, a Labrador retriever, is a tracker aged five years and is highly loyal, even-tempered,
intelligent, obedient and exceptionally reliable, the officer said. In February 2021, Heena was
part of an extensive search operation along the Line of Control in Kashmir after an infiltrator was
eliminated, the officer said.
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‘CYBERATTACKS SURGE AS COVID SPURS DIGITAL
PUSH’
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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The accelerating pace of digitalisation, fuelled by the COVID-19 pandemic, has led to a recordbreaking year for cybercrime with ransomware attacks rising 151% in 2021, and an average of
270 cyberattacks per organisation being faced, a new study showed on Tuesday.
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The World Economic Forum’s ‘Global Cybersecurity Outlook 2022’, released during its online
Davos Agenda summit, further showed that each successful cyber breach cost a company $3.6
million (almost Rs. 27 crore) last year, while the average share price of the hacked company
underperformed the NASDAQ index by close to 3% even six months after the event in case of
the breach becoming public.
The WEF said the global digital economy had surged on the back of the COVID-19 pandemic,
but so had cybercrime.
There is also a perception gap between business executives who think their firms are secure
and security leaders who disagree. Some 92% of executives surveyed agreed cyberresilience
was integrated into risk-management strategies, but only 55% of cyber leaders agreed.
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U.S. EXAMINING ALIBABA'S CLOUD UNIT FOR
NATIONAL SECURITY RISKS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

A man walks past a logo of Alibaba Group at its office building in Beijing, China | Photo Credit:
Reuters
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The Biden administration is reviewing e-commerce giant Alibaba's cloud business to determine
whether it poses a risk to U.S. national security, according to three people briefed on the matter,
as the government ramps up scrutiny of Chinese technology companies' dealings with U.S.
firms.
(Sign up to our Technology newsletter, Today's Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The focus of the probe is on how the company stores U.S. clients' data, including personal
information and intellectual property, and whether the Chinese government could gain access to
it, the people said. The potential for Beijing to disrupt access by U.S. users to their information
stored on Alibaba cloud is also a concern, one of the people said.
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U.S. regulators could ultimately choose to force the company to take measures to reduce the
risks posed by the cloud business or prohibit Americans at home and abroad from using the
service altogether.
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Former President Donald Trump's Commerce Department was concerned about Alibaba's cloud
business, but the Biden administration launched the formal review after he took office in
January, according to one of the three people and a former Trump administration official.
Alibaba's U.S. cloud business is small, with annual revenue of less than an estimated $50
million, according to research firm Gartner Inc. But if regulators ultimately decide to block
transactions between American firms and Alibaba Cloud, it would damage the bottom line one of
the company's most promising businesses and deal a blow to reputation of the company as a
whole.
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A Commerce Department spokesperson said the agency does not comment on the "existence
or non-existence of transaction reviews." The Chinese Embassy in Washington did not respond
to a request for comment.
Alibaba declined to comment. It did flag similar concerns about operating in the U.S. in its most
recent annual report,saying U.S. companies that have contracts with Alibaba " may be
prohibited from continuing to do business with us, including performing their obligations under
agreements involving our...cloud services."
The probe into Alibaba's cloud business is being led by a small office within the Commerce
Department known as the Office of Intelligence and Security. It was created by the Trump
administration to wield broad new powers to ban or restrict transactions between U.S. firms and
internet, telecom and tech companies from "foreign adversary" nations like China, Russia,Cuba,
Iran, North Korea, and Venezuela.
The office has been particularly focused on Chinese cloud providers, one of the sources said,
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amid growing concern over the potential for data theft and access disruption by Beijing.
The Trump administration issued a warning in August, 2020 against Chinese cloud providers
including Alibaba, "to prevent U.S. citizens' most sensitive personal information and our
businesses' most valuable intellectual property...from being stored and processed on cloudbased systems accessible to our foreign adversaries."
Also Read | U.S. considering adding Alibaba, Tencent to China stock ban: sources
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Cloud servers are also seen as ripe for hackers to launch cyber attacks because they can
conceal the origin of the attack and offer access to a vast array of client networks.
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While there are scant public cases of the Chinese government compelling a tech company to
turn over sensitive customer data,indictments of Chinese hackers reveal their use of cloud
servers to gain access to private information.
For example, hackers connected to the Chinese Ministry of State Security penetrated HPE’s
cloud computing service and used it as a launch pad to attack customers, plundering reams of
corporate and government secrets for years in what U.S. prosecutors say was an effort to boost
Chinese economic interests.
"PILLAR OF GROWTH"
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Alibaba, the world's fourth largest cloud provider according to research firm Canalys, has about
4 million customers and describes its cloud business as its "second pillar of growth."It saw a
50% rise in revenue to $9.2 billion in 2020, though the division accounts for just 8% of overall
sales.
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It has boasted business relationships with units of top U.S. companies including Ford Motor Co,
IBM's Red Hat,and Hewlett Packard Enterprise, according to press releases.
While the sweeping Trump era powers don't cover foreign subsidiaries of U.S. companies, U.S.
regulators have previously found ways to link them to their U.S. parent companies, which can in
turn be subject to restrictions.
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Before tech tensions between the United States and China started to boil, Alibaba had big
ambitions for its U.S. cloud business. In 2015, it launched a cloud computing hub in Silicon
Valley,its first outside of China, with plans to compete with Amazon.com Inc, Microsoft Corp and
Alphabet Inc's Google. It later added additional data centers there and in Virginia.
A person familiar with the matter says the company scaled back its U.S. gambit during Trump's
presidency as tensions with China escalated.
In 2018, U.S. authorities blocked a bid by Alibaba affiliate Ant Financial, now Ant Group, to
acquire U.S. money transfer company Money Gram International Inc over national security
concerns. But a move to put Ant Group on a trade blacklist failed and an executive order
banning its mobile payment app Alipay was revoked by Biden.
Also Read | China halts Jack Ma’s $37 billion Ant Group IPO in Shangai, Hong Kong
Biden, like Trump, has placed more and more restrictions on Chinese companies. Last month,
the U.S. government put investment and export curbs on dozens of Chinese firms,including top
drone maker DJI, accusing them of complicity in the oppression of China's Uyghur minority or
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helping the military.

Our code of editorial values
The chips are Intel’s first effort in many years in the market and will take on leader Nvidia, which
had graphics chips sales of $9.8 billion in its most recent fiscal year, a 29% increase.
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The concept car uses less than 10 kWh of electrical energy to travel 100 km. When translated
into fossil-fuel consumption, this is around 1 litre per 100 km.
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THE MANY PROBLEMS OF ONLINE ANONYMITY
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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How do you behave when no one’s watching you? All of us would be able to recall a classroom
scene from our childhood. While the teacher would be busy writing something on the board,
someone would throw a paper plane at the board. The livid teacher would turn back and ask
who did that and the class would remain silent. Similarly, in a crowded auditorium, sometimes
someone shouts a sarcastic remark and the people on stage have no idea who disturbed the
peace.
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That is more or less how anonymity works on social media. The most common type of
anonymity involves the use of a pseudonym, a fake photo or the lack of one, and nothing
specific in the bio. The opposite of this is when someone uses their actual first name and last
name, provides their designation and company name, and mentions their interests. In such
cases, anyone can Google that combination to identify that real person on, say, LinkedIn.
Also read | 28% of social media users have anonymous profile: survey
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Security researchers define anonymity as being ‘unidentifiable within a set of subjects’. But
identity is not that linear. Some may use only the first name and nothing else – they are still
anonymous. Some may use pseudonyms and mask their identity but leave traces of identifiable
information through their content. Identity is also tied to behavioral patterns that may emerge
from what is shared over a period of time. The deeper question is this: why do people want to be
anonymous on social media?
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The most famous reason for anonymity is to be able to speak the truth against vindictive
governments. But no matter how someone tries, governments these days, with enormous
resources, may be able to trace the person.
Another reason for seeking anonymity is a keenness to participate in online conversations
without being judged for past experiences (victim of harassment, for instance) or for choosing
non-heteronormative identities or for documenting deeply personal experiences that could be
subject to sweeping judgments by others.
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Facebook cracks down on harmful real networks, using playbook against fakes
Yet another common reason for seeking online anonymity is to not let the views be tagged to the
real person being spoken about, in the offline world.
And this is where the problem begins. When the anonymity-seeker knows that their real-world
self (at home, workplace, neighborhood, immediate social setting) will not get impacted, they
seem less inhibited and bolder about what they share and how they frame such opinions. This is
the online equivalent of ‘How would you behave when you know no one is watching you?’ When
such views are being shared by people who mask their identity, and particularly when these
views are about others who have not chosen to be anonymous online, there is a conversational
imbalance that harks back to the crowded room setting I had referred to earlier.
We can argue that ideally, we only look at the opinion of the anonymous handles; that the
person’s decision to remain anonymous should have no bearing on the conversation. And it’s
true that not all anonymous handles tend to be abusive or hold extreme views. But it is equally
true that the most angry, abusive, abrasive, and obfuscatory conversations/replies seem to
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come from anonymous handles.
Also read | Attribution over anonymity is the challenge in cyber space
And more importantly, even if someone gets to know the identity of the person who is being vile
or abusive, they have absolutely no way of using that information in any meaningful manner
beyond simply judging that person. They can perhaps tag the person’s employer or family
members (if available/traceable). Even then, the tagged entities may decide to not do anything
about it, and simply leave the opinion as it is, for it is that person’s ‘freedom of expression’.
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All of the above examples refer to anonymity by choice. But what happens when platforms
actively encourage participants to remain anonymous? The platforms know who the real person
is (as part of sign up), but they hide any identifiable information when allowing such people to
participate in online conversations.
Data protection Bill has provisions for ‘right to be forgotten’, Centre tells HC
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Consider a platform like Glassdoor where anonymous reviews are the norm. Glassdoor
mentions in its community guidelines that “to safeguard privacy, we do not allow you to identify
yourself or include any contact information (about yourself or others) in your posts”. Similarly,
another online community, Fishbowl, thrives on anonymity. The platform says, “Your posts can
be made privately using only your Company name or Professional title if you choose, but your
presence on Fishbowl is public.” Then there’s Reddit, a platform famous for anonymity. Steve
Huffman, Reddit’s co-founder, said, “When people detach from their real-world identities, they
can be more authentic, more true to themselves”.
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The issue is not only about abuse or extreme opinions here but also of misinformation and
disinformation. These are already massive problems. And anonymity, either by choice or
enforced by platforms, gives the power to a person to evade judgment by public opinion. Only a
legal mandate can hold them accountable for spreading lies, should the need arise.
Are law and technology a solution to fake news?
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In simpler terms, if a person who chooses to be anonymous on Twitter shares some fake
information about you that affects your reputation in varying degrees, your only option is to go to
the police and then get the platform to take action. The platform itself won’t be able to verify if
you are right or the anonymous handle is right, and won’t take a stand unless it is legally forced
to. Since the other person is anonymous, you cannot use a less tedious approach, such as
appealing to their employer, family or friends, to make them accountable for the disinformation.
Given the tendency of people to behave in undesirable ways when their real-world reputation is
not affected by what they say online, the proliferation of both pseudonymous social media
handles and platforms that encourage pseudonymous profiles may amplify already existing
issues around online disinformation and fake news.
In an online confrontation, it’s almost as though one side has their eyes covered by a cloth and
their hands tied to the back, while the other side has a bazooka in hand. You cannot rationally or
emotionally appeal to a pseudonymous online entity. You cannot shame them into backtracking
their disinformation. You need to convince someone else (either in a social media platform
company or in a law enforcement agency) to take action.
Karthik Srinivasan is a communications professional
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THE PEOPLES WITHOUT A STATE
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges
to internal security incl. Terrorism & illegal Migration
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The often-violent Assam agitation from 1979 to 1985 had a domino effect on some of the other
north-eastern States. The agitation, spearheaded by students, was aimed at expelling the “illegal
immigrants” — by which they referred to “Bangladeshis” — who they claimed were
outnumbering the indigenous communities.
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The present-day hill States were fairly untouched by the riots in undivided Assam of the 1960s
and early 1970s that targeted Bengalis through the politically-charged ‘Bongal kheda’ (chase out
the Bengalis) campaign. In 1979, weeks after the Assam agitation started, the Bengalis of
Shillong, Meghalaya, became the victims of the first major riot. Sporadic communal violence that
continued till the 1990s did not spare the other non-tribal communities such as Biharis,
Marwaris, Nepalis, Punjabis and Sindhis, viewed as “ dkhars” (outsiders). The situation was the
worst in 1987, which was marked by curfews throughout the year.
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The Assam agitation also impacted Arunachal Pradesh and the politics of xenophobia was
primarily directed at four communities — Chakmas, Hajongs, Tibetans and Yobins — who had
settled there before Arunachal Pradesh was upgraded from the North-East Frontier Agency
(NEFA) in 1972. These four communities were largely settled in the present-day Changlang
district when NEFA was under the Ministry of External Affairs up to 1965 and then under the
Ministry of Home Affairs until 1972.
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The Yobins, formerly called Lisus, came from northern Myanmar. The migration of the Tibetans
started in 1959 with the flight of the 14th Dalai Lama from Lhasa and peaked during the 1962
war with China. The main concentrations of the Tibetans today are in West Kameng and
Tawang districts of Arunachal Pradesh.
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The Buddhist Chakmas and the Hindu Hajongs came from present-day Bangladesh. Communal
violence in 1964 and the construction of the Kaptai dam on the Karnaphuli River displaced about
100,000 Chakmas from the Chittagong Hill Tracts (CHT) of Bangladesh. Around the same time,
religious persecution made about 1,000 Hajongs cross over from Mymensingh district of
Bangladesh. Some Chakmas were settled in areas of Mizoram and Tripura contiguous to the
CHT.
The flow of Chakmas to Arunachal Pradesh continued till 1969. Those who came later were
mostly from Bihar’s Gaya, where former Union Relief and Rehabilitation Minister Mahavir Tyagi
had tried to settle them in. Over time, the Chakma-Hajongs became more of a political issue
than a humanitarian problem in the State with indigenous groups mobilising on a plank of
pushing back refugees.
Amid growing opposition to the continued settlement of Chakmas in the State, the Arunachal
government had planned a special census from December 11 to 31, 2021, leading to criticism
that Chakmas and Hajongs were being subjected to “racial profiling. The census was put on hold
after the Chakma Development Foundation of India (CDFI) approached the Prime Minister’s
Office. But it remains a sensitive political issue in the State.
‘Refugees go back’
Documents with the Committee for Citizenship Rights of the Chakmas and Hajongs of Arunachal
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Pradesh (CCRCHAP) show that New Delhi had granted migration certificates to about 36,000
Chakmas and Hajongs settled in the erstwhile NEFA. These certificates indicated legal entry into
India and the willingness of the Centre to accept the migrants as future citizens. But indigenous
groups led by the All Arunachal Pradesh Students’ Union (AAPSU) said the papers were
inconsequential since neither the local people nor their representatives were consulted before
settling the refugees in their backyard. They also pointed out that the prolonged stay of the
refugees violated the Bengal Eastern Frontier Regulation (BEFR) of 1873 that requires outsiders
to visit the State with a temporary travel document called Inner the Line Permit, also applicable
in Manipur, Mizoram and Nagaland.
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The Chakma-Hajongs were at the core of the first bandh that Arunachal Pradesh experienced in
April 1980. The AAPSU had imposed the shutdown to highlight a few demands, including
resolution of the Assam-Arunachal boundary problem, detection and deportation of foreign
nationals from the State and withdrawal of land allotment permit and trade licence from the nonArunachalees. Inspired by the Assam agitation, the AAPSU organised a series of district-level
bandhs in August 1982, primarily demanding the ouster of “outsiders”. In 1985, the governmentbacked students’ body adopted a resolution for asking the Centre to immediately remove the
refugees settled permanently in the State and take steps against a possible influx of people
displaced internally by the anti-foreigners agitation in adjoining Assam.
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The ‘refugees go back’ slogans returned after a lull in 1994 when the AAPSU organised a march
to Delhi, demanding action against “illegal foreign nationals”, who, they claimed, were
threatening to change the demography of the region. Pointing out that the Indian government
violated the legal provisions prohibiting people from outside entering Arunachal Pradesh, the
AAPSU organised a ‘people’s referendum rally’ in September 1995 against making the State a
“dumping ground” for “foreigners”. December 31 that year was set as the deadline for the then
Congress government to eject the refugees, compelling the Centre to form a high-level
committee to look into the issue.
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According to Chakma organisations, the State government had by then systematically denied
the refugees access to social, economic and political rights they were entitled to under Indian
and international laws. The employment of Chakmas and Hajongs was banned in 1980 and all
trade licences issued to then in the 1960s were seized in 1994. There were reports of blockades
and attacks on the refugee camps and Vijoypur, a village in the Changlang district, was
reportedly destroyed thrice between 1989 and 1995. In September 1994, the State government
allegedly began a campaign to close down schools in the refugee areas and to relocate the
Chakma-Hajongs.
Deportation bid
The AAPSU flagged the increasing population of the Chakma-Hajongs to justify the perceived
threat to the identity and culture of the indigenous people. It said the population of the refugees
had by the new millennium swollen to 65,000 from the 57 families originally settled in the State
after a temporary stay in Assam’s Ledo in 1964. “Their population is more than 1 lakh today,”
AAPSU’s general secretary Tobom Dai said. However, Santosh Chakma, general secretary of
the CCRCHAP, said the figure was exaggerated. “A special census of the Chakma-Hajongs
conducted in 2010-11 revealed the population was under 50,000. According to our estimate, it is
about 60,000 now with 95% of them born in India to merit citizenship under Section 3 of the
Citizenship Act,” he said.
The State government’s aborted move to hold the special census followed Chief Minister Pema
Khandu’s Independence Day speech in which he said “all illegal immigrant Chakmas will be
moved and settled in some other places” as the Constitution does not allow them to live in a
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tribal State. Following the controversies, the National Human Rights Commission (NHRC) has
asked the Ministry of Home Affairs and the State government to submit a report on the alleged
racial profiling of the Chakmas and Hajongs.
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The Chakma Development Foundation says there is no provision in the Constitution as a tribal
State that stops the Chakmas from staying in Arunachal Pradesh. It also said the government
has not processed their citizenship applications despite the Supreme Court’s orders in 1996 and
2015 to do so. The solution, Chakma organisations said, lies in the State respecting the rule of
law and the judgments of the Supreme Court and the politicians stopping using the ChakmaHajong issue for political benefits.
In Focus
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The Buddhist Chakmas and the Hindu Hajongs came to Arunachal Pradesh and other hill
States from the present-day Bangladesh
Communal violence in 1964 and the construction of the Kaptai dam on the Karnaphuli
River displaced about 100,000 Chakmas from the Chittagong Hill Tracts (CHT) of
Bangladesh (Then East Pakistan)
Around the same time, religious persecution made about 1,000 Hajongs cross over from
Mymensingh district of Bangladesh to India
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Chakma organisations say the government has not processed their citizenship
applications despite the Supreme Court’s orders in 1996 and 2015 to do so
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