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TAKING A BYTE OUT OF CYBER THREATS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Cyber attacks may be a relatively new phenomenon, but in a short time frame have come to be
assessed as dangerous as terrorism. The world was possibly made aware of the danger and
threat posed by cyber weapons with the advent of the Stuxnet Worm in 2010, which resulted in
large-scale damage to Iran’s centrifuge capabilities. Two years later, in 2012, a bank of
computers belonging to the Saudi Aramco Oil Company were targeted, reportedly by Iranian
operatives, employing malware that wiped out data on 30,000 computers. A few weeks later,
Iran was again believed to have been behind a targeted attack on the Qatari natural gas
company, RasGas. The string of instances appear to have provoked then United States Defence
Secretary, Leon Panetta, to utter the warning that the world had to prepare for a kind of ‘cyber
Pearl Harbour’, highlighting a new era of potential vulnerabilities.
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In the decade that followed, and while preparing for a ‘potential Pearl Harbour’ type of strike,
including seeking ways and means to retaliate in the eventuality of such attacks, the West
seemed to lose its way on how to deal with the emerging cyber threat. Each succeeding year,
despite an increase in cyber threats, witnessed no change in the method of response. The years
2020 and 2021 have proved to be extremely difficult from the perspective of cyber attacks but no
changes in methodology have been seen. In 2021, cyber attacks that attracted the maximum
attention were SolarWinds and Colonial Pipeline in the U.S., but these were merely the tip of a
much bigger iceberg among the string of attacks that plagued the world. Estimates of the cost to
the world in 2021 from cyber attacks are still being computed, but if the cost of cyber crimes in
2020 (believed to be more than $1 trillion) is any guide, it is likely to range between $3trillion-$4
trillion. What is not disputed any longer is that soon, if not already, cyber crime damage costs
would become more profitable than the global trade of all major illegal drugs combined.
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As 2022 begins, the general consensus is that the cyber threat is likely to be among, if not the
biggest, concern for both companies and governments across the globe. In the Information age,
data is gold. Credential threats and the threat of data breaches, phishing, and ransomware
attacks, apart from major IT outages, are expected to be among the main concerns. Results are
also likely to far eclipse the damage stemming from the COVID-19 pandemic or any natural
disasters. A little publicised fact is that the vast majority of cyber attacks are directed at small
and medium sized businesses, and it is likely that this trend will grow.
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According to experts, among the most targeted sectors in the coming period are likely to be:
health care, education and research, communications and governments. Health-care
ransomware has been little publicised, but the reality is that ransomware attacks have led to
longer stays in hospitals, apart from delays in procedures and tests, resulting in an increase in
patient mortality.
Far more than merely apportioning costs linked to cyber crime is the reality that no organisation
can possibly claim to be completely immune from cyber attacks. While preventive and reactive
cyber security strategies are needed — and are essential to mitigate cyber risks — they are
proving to be highly illusive in an increasingly hyper-connected world. Comprehending the
consequences of this reality could be devastating.
For instance, despite all talk about managing and protecting data, the reality is that ransomware
is increasing in intensity and is tending to become a near destructive threat, because there are
many available soft targets. Statistics in this regard are also telling, viz., that new attacks are
taking place every 10 seconds. Apart from loss of data, what is also becoming evident is that
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ransomware criminals are becoming more sophisticated, and are using ransomware to cripple
large enterprises and even governments. Talk of the emergence of ‘Ransomware as a Service’
(RaaS) — a business model for ransomware developers — is no mere idle threat.
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The huge security impact of working from home, dictated largely by the prevailing novel
coronavirus pandemic, must again not be underestimated as it is likely to further accelerate the
pace of cyber attacks. A conservative estimate is that a rash of attacks is almost certain to occur
on home computers and networks. Additionally, according to experts, a tendency seen more
recently to put everything on the Cloud could backfire, causing many security holes, challenges,
misconfigurations and outages. Furthermore, even as Identity and Multifactor Authentication
(MFA) take centre stage, the gloomy prognostication of experts is that Advanced Persistent
Threats (APT) attacks are set to increase, with criminal networks working overtime and the Dark
web allowing criminals to access even sensitive corporate networks.
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Unfortunately, and despite the plethora of such evidence, cyber security experts appear to be
floundering in finding proper solutions to the ever widening cyber threat. There is a great deal of
talk among cyber security experts about emerging cyber security technologies and protocols
intended to protect systems, networks and devices, but little clarity whether what is available can
ensure protection from all-encompassing cyber attacks. Technology geeks, meanwhile, are
having a field day, insisting on every enterprise incorporating SASE — Secure Access Service
Edge — to reduce the risk of cyber attacks. Additional solutions are being proposed such as
CASB — Cloud Access Security Broker — and SWG — Secure Web Gateway — aimed at
limiting the risks to users from web-based threats. Constant references to the Zero Trust Model
and Micro Segmentation as a means to limit cyber attacks, can again be self-limiting. Zero Trust
does put the onus on strict identity verification ‘allowing only authorized and authenticated users
to access data applications’, but it is not certain how successful this and other applications will
prove to be in the face of the current wave of cyber attacks. What is most needed is absent, viz.,
that cyber security experts should aim at being two steps ahead of cyber criminals. This is not
evident as of now.
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Missing from the canvas is that cyber technology presents certain unique challenges which need
particularised answers. Instead of attempting to devise standard methodologies, and arrive at
certain international norms that govern its use, a decade of misplaced effort by the West in
preparing for a ‘potential Pearl Harbour type of strike’ has enabled cyber criminals to gain the
upper hand. While the West focused on ‘militarization’ of the cyber threat, and how best it could
win with its superior capabilities, valuable time was lost. It led to misplaced ideas and erroneous
generalisations, resulting in a decade of lost opportunity.
This situation needs to be reversed. A detailed study of the series of low- and medium-level
proactive cyber attacks that have occurred during the past decade is clearly warranted. It could
reinforce the belief that when it comes to deterrence in cyber space, what is required is not a
piece of ‘grand strategy’: low and medium tech, low and medium risk targeted operations could
be just as effective. A related aspect is to prevent individual companies from attempting their
own tradeoffs — between investing in security and maximising short-term profits. What many
companies and even others fail to realise is that inadequate corporate protection and defence
could have huge external costs for national security, as was evident in the SolarWinds attack.
Nations and institutions, instead of waiting for the ‘Big Bang cyber attack’, should actively
prepare for a rash of cyber attacks — essentially ransomware — mainly directed at available
data. The emphasis should be on prioritising the defence of data above everything else.
Consequently, law enforcement agencies would need to play a vital role in providing effective
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defence against cyber attacks.
On the strategic plane, understanding the nature of cyber space is important. While solving the
technical side is ‘one part of the solution, networks and data structures need at the same time to
prioritise resilience through decentralised and dense networks, hybrid cloud structures,
redundant applications and backup processes’. This implies ‘planning and training for network
failures so that individuals could adapt and continue to provide service even in the midst of an
offensive cyber campaign’.
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The short answer is to prioritise building trust in systems — whether it is an electrical grid, banks
or the like, and creating backup plans including ‘strategic decisions about what should be online
or digital and what needs to stay analog or physical, and building capacity within networks to
survive’ even if one node is attacked. Failure to build resilience — at both the ‘technical and
human level — will mean that the cycle of cyber attacks and the distrust they give rise to will
continue to threaten the foundations of democratic society’. Preventing an erosion of trust is
critical in this day and age.
M.K. Narayanan, a former Director, Intelligence Bureau, a former National Security Adviser and
a former Governor of West Bengal, is currently Executive Chairman of CyQureX Pvt. Ltd., a
U.K.-U.S.A. cyber security joint venture
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NCB SEEKS IDEAS TO STOP DRUG DEALS ON
DARKNET
Relevant for: Security Related Matters | Topic: Linkages of organized crime with terrorism
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The Narcotics Control Bureau (NCB) is organising “Darkathon-2022” to find solutions to counter
drug trafficking on the darknet. The agency recently busted three groups of drug peddlers
operating on the network that is accessed through encryption software which enables anonymity
of users.
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NCB Director-General S.N. Pradhan on Tuesday inaugurated the event which is being held in
three phases till April 22. All India Council for Technical Education (AICTE) Chairman Anil D.
Sahasrabudhe and National Cyber Security Coordinator Lt. Gen. (retired) Rajesh Pant were
present.
The prize money for the first winner is Rs. 2.5 lakh, the runner-up would get Rs. 2 lakh and the
third winner Rs. 1.5 lakh.
The consolation prizes for the fourth and fifth places are Rs. 25,000 each. Online registration will
continue till March 31 through the website ncb.cyberchallenge.in

Narcotics seizures
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During his inaugural address, Mr. Pradhan said there was a rise in drug trafficking through the
maritime routes and darknet. Citing the UNODC World Drug Report-2021, he said 94% of the
sales in the darknet markets are related to drugs.
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He said effective enforcement activities had resulted in the enhanced seizures of all major drugs
in the recent years.
“In the last five years, the country has witnessed exponential increase in the seizure of heroin
from 2,146 kg in 2017 to 7,282 kg in 2021, which is about 300% increase. Similarly, there is an
increase of 172% in the seizure of opium (from 2,551 kg in 2017 to 4,386 kg in 2021) and 191%
increase in the seizure of cannabis (from 3,52,539 kg in 2017 to 6,75,631 kg in 2021),” he said.
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META SUED FOR UNLAWFUL USE OF BIOMETRIC
DATA WITHOUT USER CONSENT
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Meta and Facebook logos are seen in this illustration taken | Photo Credit: Reuters
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The U.S. state of Texas has sued Meta, formerly Facebook, for using biometric data of several
users without their consent to build the company’s AI feature.
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(Sign up to our Technology newsletter, Today’s Cache, for insights on emerging themes at the
intersection of technology, business and policy. Click here to subscribe for free.)
The lawsuit alleged that Facebook unlawfully captured and stored millions of biometric identifiers
of its users for commercial purpose. These include retina scan, fingerprint and voiceprint, record
of hand, face geometry of users contained in photos and videos uploaded by friends and family
using the social media app. And that it failed to destroy these records within a reasonable time.
The company is violating Texas’ Capture or Use of Biometric Identifier Act and the Deceptive
Trade Practices Act by repeatedly doing this, the lawsuit noted.
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“This is yet another example of Big Tech’s deceitful business practices and it must stop,” Ken
Paxton, Attorney General of Texas, said in a statement.
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The lawsuit further alleged that Facebook has built an AI empire by deceiving users by capturing
their most intimate data and putting their safety and security at risk. The platform has used this
information to train and improve its facial-recognition technology and create a powerful AI
apparatus reaching out to all corners of the world, even those who have avoided using
Facebook services.
The lawsuit also highlighted that the company has already paid a fine of $650 million for
engaging in this same conduct in Illinois and claimed to have stopped it’s invasive facialrecognition tech in late 2021.
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The Hindu reached out to Meta for their comment but is yet to get any response from the
company.
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GOOGLE TO BRING PRIVACY SANDBOX TO ANDROID
THAT LIMITS DATA SHARING FOR ADS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Google said it would bring its Privacy Sandbox initiative to Android phones, vowing to chart a
less “blunt" path than rival Apple Inc., whose push to protect users’ personal information has
dinged the digital advertising market.
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The Alphabet Inc. company, which relies on ads for most of its revenue, said it can protect
phone users’ data while giving advertisers and appmakers new technology to offer relevant
promotions and track outcomes. The proposed tools for the Android mobile operating system
would limit appmakers’ ability to share a person’s information with third parties, and ban data
tracking across multiple applications, Anthony Chavez, vice president of product management
for Android Security & Privacy, wrote Wednesday in a blog post. Google said it planned a beta
launch of the tools by the end of 2022 and “scaled testing" in 2023.
Chavez said in an interview that the best path forward is an approach “that improves user
privacy and a healthy mobile app ecosystem. We need to build new technologies that provide
user privacy by default while supporting these key advertising capabilities."
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Google is trying to balance the rising demands of privacy-conscious consumers and regulators
with the financial needs of developers and advertisers. The company is seeking input on the
proposal, similar to the way its Privacy Sandbox initiative is slowly developing a new privacy
standard for web browsing. The company’s first proposal attracted derision from UK regulators
and peers, and Google has since suggested that it would serve ads based on topics a web user
is interested in that are deleted and replaced after three weeks.
Facebook parent Meta Platforms Inc. has been at loggerheads with Apple over the company’s
App Tracking Transparency tool, which allows iPhone owners to shut off tracking across all of
their apps. Google’s YouTube has also seen a relatively small financial hit from the technology,
executives have said. In essence, it makes it more difficult for marketers to determine if their ads
on iPhones have been successful.
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The Privacy Sandbox on Android will enable personalized ads based on recent “topics" of
interest, and allow for attribution reporting, which lets marketers know if their ad was effective,
Chavez said in the interview.
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RBI FLAGS UNAUTHORISED WALLET RISKS
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

The RBI on Tuesday said Gurugram-registered Ride Tech Private Ltd. was operating a pre-paid
instrument (wallet) through its car-pooling app ‘sRide’ without obtaining permission.
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RBI said sRide Tech Private Limited is operating a semi-closed (non-closed) pre-paid instrument
(wallet) through its car-pooling app ‘sRide’ without obtaining the required authorisation from RBI
under the provisions of the Payment and Settlement Systems Act, 2007.
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The RBI urged people to exercise utmost caution while using such application/s before parting
with their money to any such unauthorised entity.
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U.S. GROUP HACKED INDIAN RESEARCH INSTITUTES:
CHINA FIRM
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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A new report from a Beijing-based cybersecurity firm said hackers linked with the U.S. National
Security Agency (NSA) were found to have inserted “covert backdoors” that may have given
them access to sensitive information in dozens of countries, including India, Russia, China and
Japan.
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Among the reportedly compromised websites listed in the report were those linked to one of
India’s top microbial research labs — the Institute of Microbial Technology (IMTech) under the
Council of Scientific and Industrial Research — as well as the Indian Academy of Sciences in
Bengaluru. Websites linked to Banaras Hindu University were also listed as being hacked into.
‘Backdoors found’

The Beijing-based cybersecurity firm Pangu Lab released a technical report explaining how it
had found the backdoors and linked it to “unique identifiers in the operating manuals of the NSA”
that had come to light in the 2013 leak of NSA files by insiders. “In 2016 and 2017,” the report
said, “the ‘Shadow Brokers’ published two batches of hacking files claimed to be used by ‘The
Equation Group’.
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In these hacking files, researchers from Pangu Lab found the private key that can be used to
remotely trigger the backdoor Bvp47…a hacker tool belonging to ‘The Equation Group’.
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Through further research, the researchers found that the multiple procedures and attack
operation manuals disclosed by the ‘Shadow Brokers’ are completely consistent with the only
identifier used in the NSA network attack platform operation manual exposed by CIA analyst
Snowden in the PRISM incident in 2013.”
The report, which explained the technicalities of how the backdoor worked, said this was “a
backdoor communication technology that has never been seen before, implying an organisation
with strong technical capabilities behind it”.
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“As an advanced attack tool, Bvp47 has allowed the world to see its complexity,” it said. “What is
shocking is that after analysis, it has been realised that it may have existed for more than 10
years.”
The report listed dozens of sites — many universities and scientific research institutes — that
had reportedly been compromised in countries, including both U.S. adversaries and allies and
partners, ranging from India and Japan to China and Russia.
The report is being framed by the Chinese media as a rebuttal to U.S. allegations of Chinese
cyberhacking.
China-linked cyberattacks have targeted a number of U.S. institutions and become a thorny
issue in U.S.-China relations.
Indian agencies have reported cyber attacks from China targeting a wide range of institutions,
including government departments.

Page 11
The Union Power Ministry said last year that “state-sponsored” Chinese hacker groups had
targeted various Indian power centres but added that the groups have been thwarted after
government cyber agencies warned about their activities.
This followed a report from a U.S. cybersecurity firm linking a major power outage in Mumbai in
2020 to hacking attacks by China-linked groups.
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CLARIFY LEGALITY OF BITCOIN, SC TELLS
GOVERNMENT
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

The Supreme Court on Friday orally asked the Union government to clarify on the legality of the
digital currency bitcoin.
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A Bench led by Justice D.Y. Chandrachud was hearing a case related to the Gain bitcoin scam.
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The question came in response to a submission by the Enforcement Directorate (ED),
represented by Additional Solicitor-General Aishwarya Bhati, for the lifting of the stay on arrest
of one of the accused, Ajay Bhardwaj, in the case.
The ED filed a status report in the case on July 30, 2021. Ms. Bhati said Bhardwaj had not
cooperated in the investigation. She urged the court to lift the stay as the allegations involve the
collection of 80,000 bitcoins, valued at approximately Rs. 20,000 crore. The court, however,
extended the interim order to stay Bhardwaj’s arrest till March 28, the next date of hearing,
provided he cooperated fully in the investigation.
The court directed him to appear before the ED in two days. The Bench ordered Bhardwaj to
“cooperate with the investigation by being present as and when called upon to do so”.

IA

The court asked the ED to file a fresh status report on or before March 25.
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The ED had lodged a money laundering case against Ajay Bhardwaj and others on the basis of
two FIRs, one at Pune and the other at Nanded. The police have alleged that Gain bitcoin,
through a cryptocurrency investment scheme called ‘GB21’, duped investors by guaranteeing
10% monthly returns.

cr

Our code of editorial values

END
Downloaded from crackIAS.com
© Zuccess App by crackIAS.com

