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Even as digital payments continue to gain prominence in India, with most Indians resorting to
Gpay, Phonepe and other apps, the financial fraud encountered has also risen. A survey
conducted by private firms LocalCircles, has shown that 42% Indians surveyed experienced
financial fraud in the last 3 years, 74% of those who experienced it failed to get money back.
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The LocalCircles survey that was conducted in October 2021 revealed that 29% of citizens
share their ATM or debit card pin details with close family members, while 4% share it with their
domestic and office staff. The survey also revealed that 33% of citizens store their bank account,
debit or credit card and ATM passwords, Aadhaar and Pan numbers on email or computer, while
11% of citizens have stored these details in their mobile phone contact list.
According to the Microsoft 2021 Global Tech Support Scam Research report, consumers in
India experienced a fairly high rate of online fraud of 69% in 2021.
The Reserve Bank of India (RBI) data which might miss a lot of unreported frauds still shows
that frauds to the tune of INR 60,414 crore were witnessed in 2021-22. Collectively, the bank
frauds have resulted in India losing at least INR 100 crore every day over the past 7 years,
reported RBI.
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These financial frauds, as per the central bank, have been classified as misappropriation and
criminal breach of trust, fraudulent encashment through forged instruments, manipulation of
books of account, fictitious accounts and conversion of property, unauthorised credit facilities
extended as reward for illegal gratification, negligence and cash shortages, cheating and
forgery, irregularities in foreign exchange transactions and any other type of fraud not coming
under any of the specific heads mentioned.
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The survey also revealed that bank account fraud, fraud by fly-by-night eCommerce operators,
credit and debit card frauds account for most incidents in the last 3 years. To the question on the
nature of the financial frauds experienced in the last 3 years, 29% respondents to the survey
said “Bank account fraud", 24% said “Fraud by eCommerce sites", and 21% said “Other frauds".
Breaking down the poll, 18% said “Credit/debit card fraud", 12% said “Fraud by mobile apps",
8% said “ATM card fraud", and 6% said “Insurance fraud", while 3% did not respond. The survey
showed that bank account fraud, fraud by fly-by-night eCommerce operators, credit and debit
card frauds are major causes of the problem.
The RBI has been advising citizens to report any financial frauds they have experienced. To
safeguard against such financial loss, experts have been advocating use of alpha-numeric
password lock for email, computer and mobile phones, in such a way that is difficult to crack.
Importantly, at random intervals, one should change their account password used for making
transactions. Banks need to make more efforts to promote financial literacy in various Indian
languages.
Citizens on the LocalCircles platform also suggested that from time-to-time the government,
along with RBI, should organise awareness programmes on the risk of financial frauds, and how
theft of financial information takes place and what all needs to be protected. Similarly, there is an
urgent need to fix the redressal processes when the consumers approach their bank or financial
institution. If only 17% who faced a financial fraud were able to get their funds back, it clearly
indicates that even for those who complain, only 1 in 6 are likely to find the redressal and that
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too after many follow ups and a long time.
Similarly, the policing system, which is the first complaint point for a large majority of Indians is
just not sensitised to handle such issues or even provide guidance.
Log in to our website to save your bookmarks. It'll just take a moment.
You are just one step away from creating your watchlist!
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bookmark this image.
Your session has expired, please login again.
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please check the spam folder.
This is a subscriber only feature Subscribe Now to get daily updates on WhatsApp
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INDIA BRINGS 30 SIKHS FROM KABUL
Relevant for: Security Related Matters | Topic: Linkages of organized crime with terrorism

Safe for now:People of Sikh community from Afghanistan arriving at the Delhi airport on
Wednesday.PTI
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India on Wednesday evacuated 30 Afghan Sikhs, including children, from Kabul. A nonscheduled commercial flight of Afghanistan’s Kam Air brought the individuals from Kabul to the
Indira Gandhi International (IGI) Airport here with the help of officials and civil society activists.
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According to civil society sources, who have been involved in coordinating the evacuation of
Afghan Sikhs and Hindus, around 110 Hindus and Sikhs remain in Kabul which continues to
face terror attacks.
The evacuees were taken to Gurdwara Sri Guru Arjan Dev Ji at Tilak Nagar in the western part
of the capital where they will be looked after by the World Punjabi Organisation, Sobti
Foundation and other social organisations. The tickets for the evacuees were provided by the
Shiromani Gurdwara Prabandhak Committee, Amritsar.
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The organisers of the evacuation said that there are at least 51 e-visa applications from the Sikh
and Hindu communities that are pending with the Government of India and they urged for fast
processing of these visas so that they could be airlifted to India.
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In June, an Islamic State attack on the Gurdwara in Kabul left two persons dead, including a
priest of the shrine. The Islamic State Khorasan Province (ISKP) claimed the attack and cited
the controversy over remarks about the Prophet of Islam as the reason for the attack. The
evacuation of the remaining Sikhs and Hindus intensified against this backdrop of additional
security threats from the IS. The Taliban claimed to have taken strict action against the ISKP but
the latter has been successful in carrying out a few spectacular attacks.
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To curb the rising communal tension in the state, Manipur government has suspended internet
services for five days, across the state
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Manipur government has suspended internet services for five days across the state to curb the
rising communal tension after a vehicle was set ablaze by 3-4 men at Phougakchao Ikhang on
Saturday.
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As per the order issued by Special Secretary(Home) H Gyan Prakash, some anti-social
elements are trying to incite public anger by transmitting hate speeches on social media. After
the vehicle was set on fire on Saturday evening, the District Magistrate of Bishnupur immediately
imposed Section 144 of CrPC across the valley for two months. The measure to control unrest in
the state had added to the woes of the people in the state, who had already been facing
problems due to the economic blockade put by the All Tribal Student Union Manipur (ATSUM)
along the national highways of the state on Friday morning. The ATSUM is an effective body of
tribal students in the state.
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The ATSUM had been asking for the introduction of Manipur (Hill Areas) Autonomous District
Council Bill 2021 in the assembly. A valley-based organisation Meitei Leepun shut down its
Imphal office of ATSUM in the valley area after the imposition of lockdown. Meitei Leepun
claimed that the blockade targets the valley area of the state.
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For a very long, ATSUM has been demanding the clearance of the Manipur (Hill Areas)
Autonomous District Council (Amendment) Bill 2021. The bill will ensure autonomy to the hilly
areas of the state that will enable an equal development of the hilly areas of Manipur in
comparison with the valley area.
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However, the state government decided to introduce the Manipur(hill areas) district council 6th
and 7th amendment bills on 2 August. The introduction of the bill came without any
announcement raising apprehensions among the members of ATSUM about the autonomy of
hilly areas of the state. The members say that they are unsure whether the amendment bill
introduced by the N Biren Singh-led BJP government is similar to Manipur (Hill Areas)
Autonomous District Council Bill 2021 or not. That's why ATSUM was observing a total
shutdown in the tribal-dominated hill of Kangpokpi and Senapati since Tuesday after the
amendment bills were introduced unannounced.
In this tussle between ATSUM and the state government, the supply of commodities from
Assam in the state has been hard hit by the blockade imposed by ATSUM. The long queue of
trucks loaded with materials is growing on the Imphal-Dimapur highway and Imphal-Jiribum
highway with the passing time.
With inputs from PTI
Log in to our website to save your bookmarks. It'll just take a moment.
You are just one step away from creating your watchlist!
Oops! Looks like you have exceeded the limit to bookmark the image. Remove some to
bookmark this image.
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ZOMATO WITHDRAWS ‘MAHAKAL’ ADVERTISEMENT,
EXPRESSES APOLOGY
Relevant for: Science & Technology | Topic: IT, Internet and Communications
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Amid a row, online food delivery firm Zomato has withdrawn the advertisement featuring actor
Hrithik Roshan and apologised clarifying that the ‘Mahakal’ reference was for a restaurant and
not the temple. “We deeply respect the sentiments of the people of Ujjain and the ad in question
is no longer running,” the food delivery firm said.
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WHAT NEXT ON DATA PROTECTION?
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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The withdrawal of the Personal Data Protection Bill from Parliament came as a surprise,
particularly after so much effort was put into it over the last five years. Between August 2017 and
July 2018, a 10-member committee chaired by a former Supreme Court judge drafted the Bill.
The committee included four senior government officials. The Bill was then revised by the
government, approved by the Cabinet, and tabled in Parliament in December 2019.
Subsequently, a joint parliamentary committee, or JPC, comprising a majority of BJP members,
reviewed the bill and submitted its report in December 2021. The withdrawal does not reflect
well on the government, the entire process having been played out under its regime. This also
increases uncertainty about the future of privacy regulation in India.
One way to understand this decision is to go back to the genesis of this law, which arose out of
the JusticeK.S. Puttaswamy v. Union of India case where the court held that the right to privacy
had both a positive and negative aspect. The former implies the need for the state to actively
take measures to protect an individual’s privacy. Thus, the government was more or less forced
to initiate the drafting of a data protection law. This experience also tells us something about the
limits of judicial inducement for regulation, for which active effort of the other two branches of the
state is needed. The options of delay and dilution are always available.

ac
k

IA

The growing importance of the digital economy and the broad scope of the proposed law also
contributed to contestations between stakeholders as the law was being deliberated. Shaped by
different interests and incentives, the state, industry, and advocacy groups all have very different
expectations of what a data protection law should look like. For instance, for domestic industry
such a law represents a compliance hurdle which could put it at a disadvantage. However, a law
can also promote regulatory certainty, thereby opening up the possibility of increased data flows
and the growth of data processing business. For the state, a law could limit intrusive data
processing by state agencies, but it could also promote geopolitical, strategic or regulatory
interests. Similarly, individuals could benefit by the restrictions on harmful data processing, but
on the other hand, a poorly drafted law could legitimise certain intrusive practices.
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Each version of the law — the 2018 Bill of the Srikrishna Committee, the 2019 Bill introduced in
Parliament, and the version of the JPC in 2021 — faced different types of critique from different
stakeholders. For instance, law enforcement interests were seen as being obstructed by the
2018 draft, leading to broad exemptions being provided in the 2019 Bill.
However, what appears striking is the consistent dilution of the focus on data privacy from the
2018 version onwards. From being the centerpiece of the legislation, privacy protection was
increasingly being seen as one of several objectives being pursued. This was seen most clearly
in the JPC’s recommendations, which sought to significantly revise the scope of the law. The
JPC recommended moving away from a personal data protection law towards a law to govern
the entire data ecosystem. It further suggested putting in place a number of broader restrictions
on social media and other entities. This attempt to solve multiple problems in the digital
ecosystem saw an already broad law being turned into an omnibus Bill. This made one question
the ability to properly implement it. In addition, the provisions relating to many issues were
lacking in detail. For example, the provisions related to processing of data by the state,
governance of non-personal data and the regulation of social media could all have been fleshed
out with greater substantive and procedural detail, which is required to balance the complex
competing interests at hand.
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Looking forward, there are two critical issues – the form that a new law will take, and the nature
of protections it will offer.
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On the first issue, the government has suggested that it will introduce multiple legislation
comprising a new comprehensive legal framework. This is the right approach, as trying to fit all
objectives related to the digital ecosystem or even data governance into one Bill would be a
mistake. It is healthy to maintain some polycentricity in the governance of a complex digital
economy, and different laws and agencies should co-exist. It would be ideal if each bill
addressed a single coherent set of objectives: For instance, one personal data protection bill
should not be burdened with other objectives. Similarly, separate laws could deal with issues
concerning state surveillance, or issues in the data economy such as dealing with competitionrelated concerns arising out of the monopolisation of data by certain entities. Over time, such a
system may lead to more balanced and beneficial results. In the short term, however, the
government would do well to put in place a specific personal data protection law – given the
effort already dedicated to this (and the significant areas of agreement amongst stakeholders).
Editorial | A fresh opportunity: On the rollback of the Personal Data Protection Bill
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The second issue is the nature of privacy protection any new law will provide to individuals. The
2018 law, on which future drafts were based, borrowed heavily from the rights-based European
General Data Protection Regulation. This framework was however criticised by some due to its
perceived unviability in the Indian context. For instance, creating a cross-sectoral data protection
entity with the power to take significant coercive action is seen as problematic given the rule of
law, capacity and regulatory constraints in India. Some of these issues could be addressed in
creating a new data privacy law.
Also read | Consider global learnings for new data protection law, Nasscom urges government
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First, it should build in a risk-based approach to data protection, so that the regulatory focus is
directed towards addressing sources of potential harm. Second, based on risk assessments, the
law could enable co-regulation and self-regulation (with the regulator acting as a backstop).
These could reduce compliance burdens on entities without significantly affecting rights
protection. Third, the current version of the law was weak on accountability measures for the
data protection regulator. The new Bill should include more provisions to ensure that the
regulator uses its powers well. These include provisions relating to appointments, consultations,
reporting, and so on. Fourth, even while the law is being drafted, the government should invest
in building some administrative capacity to implement it, so that when the law is eventually
passed, implementation can begin soon after. This has been previously done with SEBI and
PFRDA. Finally, it is vital that any new law is framed based on transparent and meaningful
consultations with all stakeholders.
Rishab Bailey is an advocate and technology policy researcher, associated with the xKDR
Forum, Mumbai; and Suyash Rai is a Deputy Director and Fellow at Carnegie India
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TECHNOLOGY COMPANIES WARY OF LAW ON
DIGITAL COMPETITION
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Representatives of Amazon, Google, Netflix, Apple, Facebook Meta, Uber and Twitter appeared
before the committee.AFP
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To tackle unfair and predatory practices in the digital market space, the parliamentary Standing
Committee on Finance in the first week of September will submit a report on how the
competition law needs to evolve for the digital market. The majority of the tech companies which
were invited to a meeting on Tuesday, however, expressed reservations about the necessity of
any additional framework or law.
“In the first week of September, the Standing Committee on Finance will be submitting a report
on the evolution of competition law for the digital market. We will take into account India’s unique
circumstances; at the same time, we also examine competition laws associated with digital
markets around the world,” panel chairperson Jayant Sinha said.
The European Union has recently passed the Digital Markets Act and Digital Services Act; there
are several Bills pending in the British Parliament and the U.S. Congress associated with digital
markets, he added.
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On Tuesday, representatives of Amazon, Google, Netflix, Apple, Facebook Meta, Uber, and
Twitter appeared before the panel. A lot of questions were directed at Google and Apple’s
practice of restricting developers and companies which put out their apps on their stores from
working with the other players. According to the source, Apple representatives argued that they
hold a minuscule proportion of the Indian smartphone market, at 1.5% in total, and only 17
developers in India pay them a commission.
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“Giving out the numbers, they claimed that since their share in the digital space in India is so low
that the question of anti-competitive practices doesn’t arise,” one of the members said. The
members made note of the “exclusionary” search engine used by Amazon, which pushes for
certain brands that may be partially owned by Amazon parent company over that of local
manufacturers. All tech firms have been asked to submit their responses by August 29.
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A DRACONIAN LAW THAT NEEDS TO DISAPPEAR
Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

‘ If necessary, there needs to be incarceration of the guilty’ | Photo Credit: K. MURALI KUMAR
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The statement made by the Prime Minister, Narendra Modi, in April this year, to the people of
the North-east to the effect that the Government intends withdrawing the much-dreaded Armed
Forces (Special Powers) Act 1958, or AFSPA, completely from the region — this follows its
partial withdrawal from parts of Assam, Nagaland, Arunachal Pradesh and Manipur in March this
year — could spell tidings for the denizens of these States. The Prime Minister was addressing
a ‘Peace, Unity and Development’ rally in Diphu in Assam’s Karbi Anglong district. In the northeast, Nagaland has largely borne the brunt of this draconian law after it was imposed in the late
1950s when insurgency raised its head in the State.
The genesis of the law can be traced to the Armed Forces (Special Powers) Ordinance 1942
which was enacted by the British to subjugate the rebels in the country during the Quit India
movement, particularly in Assam and Bengal in October 1942. The law continues to be enforced
in its new format as the Armed Forces (Special Powers) Act 1958.
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Indubitably, the need for the law was required in the 1950s when Naga insurgents resorted to
large-scale violence. Hundreds of Indian Army soldiers, central and State paramilitary personnel
were either killed or injured in ambushes that had been meticulously planned and launched by
the insurgents. Informers of the security forces were eliminated or disabled.
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While there was some semblance of peace having been restored after the Shillong Peace
Accord with the Naga insurgents in 1975, the situation took an ugly turn after the breakaway
group led by Isak Chishi Swu and Thuingaleng Muivah formed the Nationalist Socialist Council
of Nagalim (Isak-Muivah), better known as the NSCN(I-M), in January 1980, and resorted to
large-scale violence across the States of Nagaland and Manipur. Thuingaleng Muivah is a
Tangkhul Naga from Ukhrul district of Manipur while Isak Chishi Swu was a Sumi Naga from
Zunehboto in Nagaland. Isak Chishi Swu died in June 2016 after the Naga Framework
Agreement had been signed between the Government and the NSCN (I-M) in August 2015. It is
believed that the agreement was rushed through given Isak Swu’s health condition. The
agreement has been hanging fire since then as the Government has not agreed to permit a
separate flag and constitution for Nagaland which the NSCN (I-M) is determined to have.
A generation has lived with AFSPA in Manipur and Nagaland. Residents in these States have
been victims of the aberrations committed by security forces for decades. While AFSPA gives
sweeping powers to the security forces to shoot and kill anyone on suspicion and even search or
arrest any person without warrant, no prosecution against them is possible for any wrongdoing
without the previous sanction of the Central government. While the Armed Forces (Special
Powers) Ordinance 1942, authorised “Any officer not below the rank of Captain in (the Indian)
Military forces... to use such force as may be necessary, even to the causing death against any
person…”, AFSPA 1958 empowers even a non-commissioned officer (may be a Lance Naik, a
Naik or Havildar) to “fire upon or otherwise use force; even to the causing of death”; no
prosecution against them is possible without the consent of the Central Government.
It is the consent from the Central government that is delaying any further action being taken
against the commandos of the Army’s 21 Para (Special Forces) who killed six locals initially in a
case of mistaken identity in Mon district of Nagaland on December 4, 2021. The incident led to a
riotous situation in which more persons, including an Assam Rifles jawan, were killed.
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Unconfirmed reports put the civilian death toll at 17.
Meanwhile, the Supreme Court of India passed an interim order recently “staying further
proceedings pursuant to FIR No.27 of 2021/Final Report of the Special Investigation Team
[SIT]/Chargesheet,” on a petition filed by the wives of the commandos found guilty by the SIT.

S.
co

m

Armed with unbridled power, aberrations by security forces operating in the States are bound to
take place. When the Extrajudicial Execution Victim Families’ Association Manipur (EEVFAM)
approached the top court in 2012 to have 1,528 cases of alleged fake encounters investigated
through the Central Bureau of Investigation ( Extra Judicial Execution Victim Families
Association (EEVFAM) vs Union of India & Anr.), it was found that the first six cases investigated
were indeed fake encounters. This prompted the Court to conclude that the veracity of the
allegations made by the Association was beyond suspicion. Having come under the scanner, the
AFSPA drew critical comments from the Supreme Court.
Despised by every citizen of the States where it has been in force, AFSPA was not withdrawn
despite their demands. The very basic tenets of democracy which espouse the principles “of the
people, by the people and for the people” have stood negated. No section of society would ever
allow itself to be subjected to a law that is as draconian as AFSPA, which in effect curbs the
liberty and the rights of the people as enshrined in the Constitution — a Constitution that is held
sacrosanct by the nation.
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Efforts made in the past to rescind the law have met with failure. The iron lady of Manipur, Irom
Chanu Sharmila, went on a 16-year long hunger strike starting from November 2000. Hailed as
a heroine for nearly two decades, she fell from glory when people were disapproving of her
breaking the fast. On being asked to comment on the withdrawal of AFSPA in several parts of
Manipur, Assam and Nagaland, she was of the opinion that this was a new beginning and a
result of decades-long fight.
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The Justice B.P. Jeevan Reddy Commission that was tasked with reviewing the provisions of
AFSPA submitted its report on June 6, 2005 with the recommendation that AFSPA be
withdrawn. Surprisingly, it had suggested making amendments to the Unlawful Activities
(Prevention) Act, 1967 (UAPA) to achieve the purpose of AFSPA. The report was subsequently
shelved.
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Former Union Home Minister P. Chidambaram was of the firm opinion that AFSPA should be
withdrawn. But stiff resistance from the Defence Ministry which was headed by A.K. Antony
scuttled the proposal. The Indian Army offered stiff opposition to any proposal to do away with
the much-detested law.
The present dispensation at the Centre has been hailed for its bold decision to rescind the law
as the Army would have still offered resistance to its withdrawal. It must be noted that at a
function in Guwahati on April 23, Union Defence Minister Rajnath Singh said that all three wings
of the defence forces were in favour of the removal of AFSPA from the Northeast and Jammu
and Kashmir, but the act remained in place “due to the situation”. In Nagaland, AFSPA has been
removed from the jurisdiction of 15 police stations in seven districts, while in Assam, it has been
removed completely from 23 districts; one district will be covered partially under the Act. In
Manipur, 15 police station areas of six districts will be excluded. However, there needs to be a
comprehensive and serious periodical review undertaken by the Centre till the entire North-east
is freed from the tentacles of AFSPA.
Investigations into the 1,528 alleged fake encounters also need to be fast tracked and taken to
their logical conclusion. If necessary, there needs to be incarceration of the guilty, thereby
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sending out a clear message that those who murder under the cloak of the uniform of the
security forces cannot expect to go scot free if there are violations.
M.P. Nathanael was Inspector General of Police, Central Reserve Police Force (CRPF)
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