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THE GLOBAL WAR ON TERROR GRINDS ALONG
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges
to internal security incl. Terrorism & illegal Migration
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Two decades after September 11, 2001, when al-Qaeda carried out its most audacious attacks
ever on American soil, leading to the Global war on terror and triggering the invasion of
Afghanistan by the United States, it might be worthwhile to do a fact check on the outcome.
More so given the latest turn of events, which has seen the return of the Taliban in Afghanistan,
leading to the question as to whether the Global war on terror was a failure. Also, are there
lessons to be learnt from it?

How the 9/11 wars changed the world
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In retrospect, it is possible to surmise that the 9/11 attacks were the sum total of a series of
systemic and structural shortcomings of the U.S. security establishment. Seldom mentioned, it
was also, perhaps, the failure of human imagination. No one in the U.S. establishment imagined
that an attack on this scale could take place. It is unclear whether even today security agencies
in the U.S. and elsewhere are better positioned in this respect.
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Historians surmise that Osama bin Laden’s actions were inspired as much by geopolitical as
they were by religious objectives, and that he was obsessed by the ‘sufferings of Muslims’ in
many far-flung regions. He believed — mistakenly — that delivering a decisive blow against the
U.S. by an action such as 9/11 would force the U.S. to alter its policies in many areas of conflict.
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Osama bin Laden failed to succeed in his attempt, and over time it was al-Qaeda that faced the
wrath of not only the U.S., but the rest of the world as well. Osama bin Laden’s aims to destroy
the ‘myth of American invincibility’ failed, but since then, the world has witnessed prolonged
periods of uncertainty as also the spawning of many more terror groups worldwide. The Global
war on terror did, however, neutralise fears that terrorism was poised to create large-scale
mayhem across the globe.
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Several reasons could be attributed to bin Laden’s failure. It would seem, in hindsight, that bin
Laden and other leaders associated with al-Qaeda such as Ayman al-Zawahiri, other jihadi
leaders such as Abu Bakr al-Baghdadi of the Islamic State (IS) or Mukhtar Abu Zubair of AlShabab, all lacked the centrality of vision or power so essential to sustain the momentum of an
initiative of this kind. Moreover, while in the initial stages, Afghanistan — and to an extent,
Pakistan — provided safe havens (which together with the presence of several disparate terror
groups in a common milieu provided powerful unifying forces for disparate groups), the situation
changed once the safe havens were no longer available. In addition, the lack of visibility of the
leaders of the movement over time and diminished authority also contributed to dissipation of
the terror momentum and the capacity for militancy and violence.
A global war on terror with no tangible results
Two decades of the Global war on terror did not, however, eradicate terrorism. Notwithstanding
leadership losses, including that of leaders like bin Laden and al Baghdadi, and despite
organisational fracturing and territorial degradation, terror groups such as al-Qaeda and the IS
today pose a persistent challenge. Hard intelligence on the myriad terror modules has been hard
to come by and the absence of a single core for either al- Qaeda or the IS, is making it even
more difficult to assess the true nature of the threat that looms. It would be tempting for
intelligence agencies to think that the current low-tech attacks, involving small arms, the
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occasional use of Improvised Explosive Devices, and random ‘lone wolf’ attacks reflect the
weakening of terror modules, including that of al-Qaeda and the IS. Nothing could be more
misleading. Not only the major terror groups but even smaller terror modules currently retain the
potential for both sophisticated and mass casualty attacks.
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History is, therefore, more relevant and important when assessing future threats such as
terrorism. The broad sweep acquired by radical Islam in recent decades has, by no means, been
eliminated. Terrorism, stemming from a mixture of religious fervour and fundamentalist aims,
remains vibrant. The newer breed of terrorists may be less familiar with the teachings of the
Egyptian, Sayyid Qutb or the Palestinian, Abdullah Azzam, but they are well-versed in the
practical methodologies practised by: the Jalaluddin and Sirajuddin Haqqanis (the latter is a
Minister in the Interim Afghan Government), Hafiz Saeed of the Lashkar-e-Taiba (LeT) and
Maulana Masood Azhar of the Jaish-e-Mohammed (JeM), etc. Hence, it is possible to surmise
that notwithstanding some temporary setbacks caused by the Global war on terror, the broad
contours of terrorism, specially Islamist terrorism, remain much the same.
Books on 9/11 | Making sense of collapsing towers through words
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The return of the Taliban in Afghanistan, after humiliating the combined forces of the U.S., the
North Atlantic Treaty Organization (NATO) and the Afghan Armed Forces is a grim warning of
what lies in store for the neighbourhood. Apart from giving radical Islam a fresh lease of life and
a new thrust, it has come at a time when the democratic world is demonstrating a diminishing
appetite to fight terror away from their own ‘locales’, thus leaving the field wide open to the
forces of Terror Inc., of which the Taliban is an indispensable entity. Several terror groups which
possess varying capabilities such as al-Qaeda, the IS, the Daesh across Asia, the LeT, JeM and
the TRF (The Resistance Front, which is backed by the LeT) in India, the Al-Shabab in Africa,
etc., are certain to feel energised and gain a fresh lease of life.
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One can already see emerging signs of what can be expected in Afghanistan given that its
capital, Kabul, has been wracked by a series of bomb blasts, reflecting a more intensified intradenominational strife which has the potential to become a ‘prairie fire’. Nearer home, Kashmir is
beginning to see a new wave of terror attacks reviving grim memories of the 1990s. Targeted
killings of minorities have begun to send shockwaves across not only Jammu & Kashmir (J&K),
but many other pockets of the country. Given the prevailing scenario, the dice is heavily loaded
against India, with J&K being in the cross-hairs of several terror factions, further complicated by
Pakistan’s efforts to aid and abet them through the use of its ‘regulars’. That Sirajuddin Haqqani,
a Pakistani acolyte, holds a key position in the new interim Government of Afghanistan, makes it
easier for forces inimical to India in the region, essentially Pakistan, to wage an ‘undeclared war’
against India.
Indian values offer solution to global terror: PM Modi
While the past is often a good guide to the future in comprehending what shape terror could
manifest itself going forward, it is even more important to recognise the paradigmatic changes
beginning to take shape in the practice of violence in different parts of the world. The emerging
shape of terror and terror attacks during coming periods is likely to be very different from what
many of today’s experts possibly anticipate. While ‘Zero-day’ attacks like New York (9/11) and
Mumbai (26/11) are still very much on the drawing board of terror groups, it is also known that a
new breed of terrorists is experimenting with newer forms of terror, specially the possibility of
‘enabled or remote controlled terror’. This is a frightening prospect.
Intelligence and terror specialists must begin to anticipate how to deal with ‘new era terrorists’,
recruited over the Internet, who would thereafter be guided through different steps, over a
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sustained period, by anonymous handlers located elsewhere. This is not science fiction. There is
already evidence of the existence of remote controllers who choose the targets, the actual
operatives, the nature of the attack itself, and even the weaponry to be used, operating behind a
wall of anonymity. Internet-enabled terrorism — a completely new genre of terrorism — would
be very different from what we have seen so far.
20 years after 9/11 | Ground zero — A selfie stop for some, a cemetery for others
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Linked to this is the threat posed by cyber-terrorism. Digital sabotage has already entered the
armoury of certain terror groups. Cyber sabotage is a distinct possibility in certain situations
today. It is well-known that terror groups that have state backing, have the capacity today to
employ cyber techniques to carry out hostile attacks on the ICT-enabled infrastructure of another
country. While little is talked about these aspects, the reality is that the limits of human
imagination have become the virtual parameters of terror threats today.
M.K. Narayanan is a former National Security Adviser and a former Governor of West Bengal

Our code of editorial values

END

Downloaded from crackIAS.com

cr

ac
k

IA

© Zuccess App by crackIAS.com

Page 5
Source : www.pib.gov.in

Date : 2021-11-04

GOVERNMENT RELEASES GUIDELINE FOR THE
CYBER SECURITY IN POWER SECTOR
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Under direction of Union Power and New & Renewable Energy Minister Shri R K Singh and
guidance of Secretary, Power, Shri Alok Kumar, Central Electricity Authority (CEA) has
prepared the guideline for the Cyber Security in Power Sector and it has been released today.
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CEA under the provision of Section 3(10) on Cyber Security in the “Central Electricity Authority
(Technical Standards for Connectivity to the Grid) (Amendment) Regulations, 2019” has framed
Guideline on Cyber Security in Power Sector to be adhered by all Power Sector utilities to create
cyber secure eco system. This is the first time comprehensive guideline has been formulated on
cyber security in power sector. The guideline has been prepared and released that intends to
bring uniformity in cyber security preparedness across various utilities in power sector and also
raise the level of cyber security preparedness for power sector.
The Guideline has been prepared after due deliberations with stakeholder and inputs from
expert agencies in the field of cyber security, such as CERT-In, NCIIPC, NSCS, IIT Kanpur and
other stakeholders and subsequent deliberations in Ministry of Power as well.
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Guideline are issued with the objective of creating cyber security awareness, secure cyber
ecosystem, cyber-assurance framework, Strengthening the regulatory framework, mechanisms
for security threat early warning, vulnerability management and response to security threats,
Securing remote operations and services, Protection and resilience of critical information
infrastructure, Reducing cyber supply chain risks, Encouraging use of open standards,
Promotion of research and development in cyber security, Human resource development in the
domain of Cyber Security, Developing effective public private partnerships, Information sharing
and cooperation Operationalization of the National Cyber Security Policy.
Guideline are applicable to all Responsible Entities as well as System Integrators, Equipment
Manufacturers, Suppliers/Vendors, Service Providers, IT Hardware and Software OEMs
engaged in the Indian Power Supply System for protection of Control Systems for System
Operation and Operation Management, Communication System and SecondaryAutomation and
Tele control technologies.
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These Guideline are Mandatory requirement to be met by all stakeholders and give emphasis on
establishing cyber hygiene, training of all IT as well OT Personnel on Cyber Security,
designating of Cyber Security Training Institutes as well as Cyber Testing labs in the Country.
The Guideline also mandates ICT based procurement from identified “Trusted Sources” and
identified “Trusted Products” or else the product has to be tested for Malware/Hardware Trojan
before deployment for use in power supply system network when system for trusted product and
service is in place. It will promote research and development in cyber security and open up
market for setting up Cyber Testing Infra in Public as well as Private Sector in the country.
CEA is also working on cyber security regulations. This Cyber Security guideline is precursor to
the same.
The guideline is available the website of CEA for downloading
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Under direction of Union Power and New & Renewable Energy Minister Shri R K Singh and
guidance of Secretary, Power, Shri Alok Kumar, Central Electricity Authority (CEA) has
prepared the guideline for the Cyber Security in Power Sector and it has been released today.

S.
co

CEA under the provision of Section 3(10) on Cyber Security in the “Central Electricity Authority
(Technical Standards for Connectivity to the Grid) (Amendment) Regulations, 2019” has framed
Guideline on Cyber Security in Power Sector to be adhered by all Power Sector utilities to create
cyber secure eco system. This is the first time comprehensive guideline has been formulated on
cyber security in power sector. The guideline has been prepared and released that intends to
bring uniformity in cyber security preparedness across various utilities in power sector and also
raise the level of cyber security preparedness for power sector.
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The Guideline has been prepared after due deliberations with stakeholder and inputs from
expert agencies in the field of cyber security, such as CERT-In, NCIIPC, NSCS, IIT Kanpur and
other stakeholders and subsequent deliberations in Ministry of Power as well.
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Guideline are issued with the objective of creating cyber security awareness, secure cyber
ecosystem, cyber-assurance framework, Strengthening the regulatory framework, mechanisms
for security threat early warning, vulnerability management and response to security threats,
Securing remote operations and services, Protection and resilience of critical information
infrastructure, Reducing cyber supply chain risks, Encouraging use of open standards,
Promotion of research and development in cyber security, Human resource development in the
domain of Cyber Security, Developing effective public private partnerships, Information sharing
and cooperation Operationalization of the National Cyber Security Policy.
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Guideline are applicable to all Responsible Entities as well as System Integrators, Equipment
Manufacturers, Suppliers/Vendors, Service Providers, IT Hardware and Software OEMs
engaged in the Indian Power Supply System for protection of Control Systems for System
Operation and Operation Management, Communication System and SecondaryAutomation and
Tele control technologies.
These Guideline are Mandatory requirement to be met by all stakeholders and give emphasis on
establishing cyber hygiene, training of all IT as well OT Personnel on Cyber Security,
designating of Cyber Security Training Institutes as well as Cyber Testing labs in the Country.
The Guideline also mandates ICT based procurement from identified “Trusted Sources” and
identified “Trusted Products” or else the product has to be tested for Malware/Hardware Trojan
before deployment for use in power supply system network when system for trusted product and
service is in place. It will promote research and development in cyber security and open up
market for setting up Cyber Testing Infra in Public as well as Private Sector in the country.
CEA is also working on cyber security regulations. This Cyber Security guideline is precursor to
the same.
The guideline is available the website of CEA for downloading
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TACKLING THE MAOISTS: THE HINDU EDITORIAL ON
LEFT WING EXTREMISM
Relevant for: Security Related Matters | Topic: Linkages between development and spread of extremism incl.
Naxalism
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In a meeting with State leaders and representatives, Home Minister Amit Shah noted that the
geographical influence of the Maoists has reduced from 96 districts in 10 States in 2010 to 41
now. The contraction is not surprising. Armed struggle has found few takers beyond select
pockets untouched by development or linkages with the welfare state; and far from consolidating
its presence — a prospect that seemed possible following the merger of two major Naxalite
groups into the proscribed Communist Party of India (Maoist) — the organisation is limited to the
remote and densely forested terrains of central and east-central India. Rather than mobilising
discontents with the Indian state by projecting its weaknesses and ensuring inclusion and
welfare, the Maoists have privileged armed struggle, invited state repression and sought to use
this to recruit adherents. Such a strategy has led to some of India’s poorest people, the tribals in
Chhattisgarh and Jharkhand in particular, being caught up in endless violence, and also caused
severe losses to the Maoists as well as anti-insurgent security forces. This has followed the
predictable path of most Maoist insurrections that retained armed struggle to achieve their aims
– in the Philippines and Peru, for example — leaving behind death and violence rather than
enabling genuine uplift of the poor. Despite these, the Maoists have not budged from their
flawed understanding of the nature of the Indian state and democracy, unwilling to accept that
the poor people, whom they claim to represent, seek greater engagement with the electoral and
welfare system.
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The Maoist insurgency still has potency in South Bastar in Chhattisgarh, the Andhra-Odisha
border and in some districts in Jharkhand. These States must focus on expansive welfare and
infrastructure building even as security forces try to weaken the Maoists. Frequent skirmishes
and attacks have not only affected the security forces but also left many tribal civilians caught in
the crossfire. A purely security-driven approach fraught with human rights’ violations has only
added to the alienation among the poor in these areas. The Maoists must be compelled to give
up their armed struggle and this can only happen if the tribal people and civil society activists
promoting peace are also empowered. The Indian government should not be satisfied with the
mere weakening of the Maoist insurgency and reduce commitments made for the developmental
needs of some districts of concern in States such as Jharkhand, as its Chief Minister has
alleged. The Union government and the States must continue to learn from successes such as
the expansion of welfare and rights paradigms in limiting the movement and failures that have
led to the continuing spiral of violence in select districts.
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BREAKING DOWN THE HYPE AROUND METAVERSE
Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

m

The race between technology companies to build the ‘metaverse’ has officially started. On
October 28, 2021, Facebook Inc. announced that it was restructuring and assuming the
corporate name, Meta Platforms Inc., announcing that ‘from now on, we’re going to be
metaverse-first, not Facebook-first’. ‘Metaverse’ is a broad term encompassing interconnected
3D virtual worlds made possible through advancements in technologies such as augmented
reality (AR)/virtual reality (VR), artificial intelligence (AI) and blockchains, originating from Neal
Stephenson’s 1992 speculative science fiction novel, Snow Crash.
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Web 3.0 is the name given to the next generation of Internet architecture that will supposedly be
free from the centralisation that is a part of today’s Web 2.0 Internet systems, which are largely
controlled by tech giants such as Google, Facebook and Amazon. Web 3.0 proponents
advocate the use of technologies such as blockchains and tokens to create a decentralised
Internet for online interaction and online payments, and a hypothetical metaverse run on these
platforms could be a good example of what an ideal future digital environment could look like;
hence the push for an ‘Open Metaverse’ by some organisations.
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Also read: Metaverse | What is the ‘next generation of Internet’ Zuckerberg and Nadella are
talking about?
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In an ideal world, the metaverse would be a truly open and inclusive space for empowerment,
expression and exploration. However, these are not likely to be the corporation’s goals in the
world we live in. If the corporation’s previous products are anything to go by, the aim is likely to
get to the next level of commodification of human interaction, where every single action, down to
the tiniest levels, is tracked and surveilled for profits, and designed in a way to maximise data
collection and keep the user coming back for more.
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Facebook/Meta is not the only company that has been pushing for the idea of the metaverse to
become a reality lately; although the branding exercise that has just begun will likely make
millions believe so. The chosen name reflects an attempt to associate the idea of the metaverse
with one particular corporation and turn it into a household name. Other companies that have
similar metaverse-building goals, such as Epic Games, now face a huge disadvantage.
However, the metaverse in the hands of one corporation would surely be detrimental to the
entire Web 3.0 decentralisation movement. Competitors are likely to pop up with their own
versions of the technology, leading to a number of ‘Closed’ metaverses, which would basically
be the Web 2.0 system all over again. Oligopolies or monopolies in something as revolutionary
as the metaverse space is a cause for concern and competition law regulators might have to
look into them someday.
What kind of economic systems would exist in Facebook/Meta’s metaverse? Interoperability, or
the ability to seamlessly transfer data between different virtual worlds is being promised, which
allows for rich social and economic possibilities. One phrase that has been regularly coming up
is the ‘creator economy’ that will become a reality in the metaverse thanks to the popularity of
NFTs (non-fungible tokens) over the past year. NFTs will allow proof of ownership of digital
assets, for example, virtual goods, paintings and memorabilia. However, the most common
criticism of NFTs is that they are an attempt to create value and scarcity where there should not
be — that they are nothing more than another new avenue for capitalist expansion. The
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arguments are that nothing in the virtual world is actually scarce, and any scarcity is actually by
design. Artificially created scarcity helps drive profits and money-making. The debate continues.
Metaverses have great potential to revolutionise fields such as education and health care, but as
long as they are run purely from a profit motive, the benefits would likely be lesser.

m

Virtual economies might also develop around the customisation of metaverse ‘avatars’. Recent
whistle-blower revelations have unveiled that the corporation was well aware of the
psychological effects Instagram was having on teenagers. One can therefore assume that
metaverse ‘avatars’ will be the new version of showing off glamorous social media profiles —
both masking who the person really is behind-the-scenes, perpetuating narcissism, mental
health issues and insecurities.
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Privacy and security are, of course, significant concerns, and indeed, Facebook/Meta has
acknowledged this, declaring its commitment to creating secure platforms. Yet, rampant health
and biometric data collection are expected to continue in the metaverse, as real world identities
will be more connected to the system than ever before. Data breaches and theft, thus, could
prove even costlier. While Web 3.0 systems are supposed to give more power to users over
their personal data, it still remains to be seen if corporations such as Facebook/Meta will follow
Web 3.0 standards or come up with their own standards in closed corporate metaverses.
Cybercrimes could also take on new forms in these new virtual worlds.
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Facebook’s role in promoting violent and hateful content to drive user engagement has been
well documented. If left unregulated, something similar could happen on an even larger scale in
immersive virtual worlds, through targeted advertising and propaganda. The corporation cannot
be trusted to moderate its platforms properly if it goes against their economic incentives, as has
been proven time and time again. Regulators need to step in right from the start when it comes
to the metaverse, following a precautionary rather than a permissive approach instead of taking
too long and allowing certain problematic and dangerous practices to get entrenched and
difficult to deal with. The tussle between lawmakers around the world and Facebook still
continues today.
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Finally, metaverses will bring up challenging questions of jurisdiction and governance. In the
distant future, virtual worlds could even someday grow into alternatives to the nation state itself,
as the rise of blockchain-based DAOs (decentralized autonomous organisations) seems to
suggest. Big Tech firms already have GDPs higher than several small countries — if they all get
to operate full virtual worlds of their own, it could necessitate large-scale rethinking of the very
foundations of technology law.
The metaverse, as it is promised, will combine the technologies of cloud computing, big data,
advanced AI systems, AR/VR, blockchains, NFTs and much more. Each of these technologies
requires tremendous processing power and, consequently, would lead to a great cost in terms of
the environment. The level of resource extraction required to run such a huge system smoothly
is too gigantic to comprehend. And that is not even taking into account the exploitation of
millions of underpaid workers upon which a lot of the critical infrastructure and supply chains of
Big Tech depend. This stark reality behind our everyday conveniences is unknown to many, and
this could only intensify with a corporate project as huge as the metaverse. Ultimately, a
corporation is beholden to its investors and not to the public at large. With the metaverse,
possibilities are aplenty. But so are the dangers.
Kaif Siddiqui is an LLM (Law and Technology) student at the West Bengal National University of
Juridical Sciences, Kolkata. Shifa Qureshi is a B.A. LL.B (Hons.) student at the Faculty of Law,
Aligarh Muslim University, Aligarh
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CREATING SAFE DIGITAL SPACES
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters
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Recognising that school-related violence is an infringement of children’s right to education and
to health and well-being, UNESCO Member States have declared the first Thursday of
November as the International Day against Violence and Bullying at School, including
cyberbullying. The aim is to raise awareness among students, parents, members of the school
community, education authorities and others about the problem of online violence and
cyberbullying.
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In India, an estimated 71 million children aged 5-11 years access the Internet on the devices of
their family members, constituting about 14% of the country’s active Internet user base of over
500 million. It should also be noted that two-thirds of Internet users in India are in the age group
of 12-29 years.
Be an active bystander

School closures as a response to the COVID-19 lockdowns have led to an unprecedented rise in
unsupervised screen time for children and young people, which in turn exposed them to a
greater risk of online violence. Various reports have indicated increased incidence of
cyberbullying and online child sexual exploitation by adults.
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In the same vein, there is growing scientific evidence which suggests that cyberbullying has
negative consequences on the education, health and well-being of children and young people.
Published in 2019 and drawing on data from 144 countries, UNESCO’s report ‘Behind the
numbers: Ending school violence and bullying’ highlighted the extent of the problem, with almost
one in three students worldwide reporting being bullied at least once in the preceding month.
Therefore, cyberbullying prevention interventions should aim at tackling all types of bullying and
victimisation experiences at the same time, as opposed to each in silo.
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Effective interventions also require gender-sensitive and targeted approaches that respond to
needs of learners who are most likely to be the victims of online violence. A 2020 study by Plan
International, involving 14,000 women aged 15-25 from across 22 countries, revealed that 58%
of girls in the Asia-Pacific region reported online harassment. Globally, of the girls who were
harassed, 14% who self-identified as having a disability and 37% who identified themselves as
from an ethnic minority said they get harassed because of it.
Cyber bullying on the rise, but few want to report it, say officials
The impact of online sexual harassment could have long-term negative impacts on mental
health and well-being. Data on school bullying demonstrates its harmful impacts on students’
educational outcomes, mental health, and quality of life. Children who are frequently bullied are
nearly three times more likely to feel left out at school than those who are not. They are also
twice more likely to miss out on school and have a higher tendency to leave formal education
after finishing secondary school.
Although online violence is not limited to school premises, the education system plays a crucial
role in addressing online safety. Concerted efforts must be made to provide children and young
people with the knowledge and skills to identify online violence so that they can protect
themselves from its different forms, whether perpetrated by peers or adults. Teachers also play
a critical role by teaching students about online safety, and thus supporting parental
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involvement.
Safety first
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For those looking to prevent and counter cyberbullying, the information booklet brought out by
UNESCO in partnership with NCERT on Safe Online Learning in Times of COVID-19 can be a
useful reference. It supports the creation of safe digital spaces and addresses the nuances of
security. Similarly, to prevent the adverse effect of online gaming and the psycho-emotional
stress that children could be undergoing, the Department of School Education and Literacy has
circulated exhaustive guidelines to raise children and parental awareness.
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At a time when COVID-19 lockdowns have resulted in online bullying, we must redouble our
efforts to tackle this menace. Cyberbullying may take place in a virtual world, but it has a very
real impact on children’s health. The Union Ministry of Education and UNESCO are committed
to ensuring access to safe, inclusive and health-promoting learning environments for all children.
Also read | Celebrities are stepping it up with campaigns, vlogs and webinars to take on
cyberbullies
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It is imperative that digital and social media platforms are free of cyberbullying, if learners have
to access quality education. More importantly, confidential reporting and redress services must
be established. We encourage students, parents, schools, education authorities, members of the
education community and its partners to take part in preventing online violence and promoting
the safety and well-being of young people.
Santosh Sarangi is Additional Secretary, Ministry of Education, Government of India, and Eric
Falt is Director, UNESCO New Delhi
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MOBILE CONNECTIVITY PROJECT TO BENEFIT TRIBES
Relevant for: Security Related Matters | Topic: Linkages between development and spread of extremism incl.
Naxalism

Hooked on:A cyclist using his phone at Bhubaneswar,Odisha.BISWARANJAN
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More than half of the over 7,200 uncovered villages, largely inhabited by tribal communities, that
the Government aims to provide 4G connectivity by 2023 at an estimated cost of Rs. 6,466
crore, is in Odisha, according to official data.
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The Union Cabinet on Wednesday approved the provisioning of mobile services in 7,287
uncovered villages in 44 Aspirational Districts that are among the most under-developed districts
in India, across five States – Andhra Pradesh, Chhattisgarh, Jharkhand, Maharashtra and
Odisha.
The decision comes close on the heels of Prime Minister Narendra Modi inaugurating the Birsa
Munda museum in Ranchi on the first-ever ‘Janjatiya Gaurav Divas’ or tribal pride day, as part of
efforts to reach out to the tribal community ahead of the 2024 Lok Sabha election. While the
exact tribal population that would benefit from the decision was not available, an official said it
was likely to be around 36 lakh people across these villages.
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As per available data, 3,933 of the uncovered villages under the project fall in Odisha. These
include districts such as Rayagada (962 villages), Kandhamal (1,094 villages), Malkangiri (306
villages), Gajapati (467), Nabarangapur (17 villages) and Koraput (520 villages), which have
more than 50% Scheduled Tribe (ST) population as per the 2011 Census. Likewise, of the 700
villages in Chhattisgarh, 418 villages were in districts such as Bijapur, Narayanpur and Bastar,
where the tribal population is in majority.
In Jharkhand, 827 uncovered villages would get connectivity across districts such as Bokaro,
Hazaribagh, Khunti, Purbi Singhbhum, Sahibganj and Simdega. In Maharashtra, 610 village
would benefit in Gadchiroli and Nandurbar, and about 1,218 villages in Andhra Pradesh would
get connectivity across Visakhapatnam, Vizianagaram and YSR. Most of these districts also had
a significant tribal population.
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As per Department of Telecom estimates, as of August, 5,72,551 of 5,97,618 inhabited Census
villages of the country, including tribal and Left Wing Extremism (LWE)-affected areas, had
mobile network coverage.
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In a major anti-Maoist operation in the forests of Madintola in Dhanora sub-division of Gadchiroli
district of Maharashtra on 13 November 2021, 26 Maoists, including six women combatants,
were reported to have been killed. The 10-hour-long operation conducted by the elite C-601
commandos of the Maharashtra Police led to fierce exchange of fire between the police and the
Maoists at multiple sites and resulted in the recovery of bodies of the slain Maoists and 29
weapons, comprising five AK-47 rifles, an AK-47 with UBGL attachment, nine SLRs, an INSAS
rifle, few .303 rifles, etc.2 The kind of weapons recovered indicates presence of many hardcore
Maoists at the encounter site.
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Top Maoist leader and Central Committee Member Milind Teltumbde alias Deepak Teltumbde
was one among the Maoists killed during the operation. Milind was a member of Maharashtra
committee of the CPI (Maoist) and had a reward of Rs 50 lakh on his head. He was brother of a
renowned scholar, writer and civil rights activist Anand Teltumbde, who is currently in judicial
custody for his alleged involvement in the 2017 Bhima Koregaon case. Keeping into
consideration Milind’s stature and decades of contribution to the organisation, the Party high
command tasked him with developing the tri-junction of the Maharashtra, Madhya Pradesh and
Chhattisgarh (MMC) states as a potent guerrilla zone for the Maoists, similar to the
Dadakaranya Special Zone Committee (DKSZC).
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The CPI (Maoist) has often been undertaking organisational restructuring to consolidate its
position in the existing core areas. Amidst increasing reverses suffered by the Maoists in south
Bastar (Chhattisgarh) in the last five years,3 the Party has been consistently trying to carve out
new zones for its operations. Two such potential areas/zones are the tri-junctions of
Maharashtra, Madhya Pradesh and Chhattisgarh (MMC) and the Kerala, Karnataka and Tamil
Nadu (KKT).4 This is mainly to divert the attention of the security forces from its core area of
Bastar and also to save and replenish their depleting armed strength (cadres and leaders) in the
Bastar stronghold.5
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CPI (Maoist) ‘New’ Maharashtra–Madhya Pradesh–Chhattisgarh (MMC) Zone
Figure 1

The CPI (Maoist)’s initial forays into the MMC confluence zone started in 2015. After deeply
studying the topography and carrying out an in-depth socio-political survey of the adjoining
areas along the inter-state borders, three potential stretches were identified by the CPI (Maoist).
The new areas cover forested pockets in districts of Gondia in Maharashtra, Balaghat in Madhya
Pradesh and northern Rajnandgaon in Chhattisgarh.6 Initially, 58 senior and middle level
commanders headed by Darbha divisional commander Surender, were sent to activate this new
zone.7 The terrain and demography of the areas were found to be conducive for the expansion
of Maoist activities and operations as the areas in the region are mostly backward, denselyforested with sparse tribal inhabitations and more importantly, scantly policed. A small division of
the CPI (Maoist) with an estimated strength of 20–30 cadres already active in the region—GRB
(Gondia, Rajnandgaon, Balaghat) division—was merged with the team from Bastar to
consolidate and further expand their operations up to erstwhile strongholds of Gadchiroli in
Maharashtra, Mandla in Madhya Pradesh and parts of Kabirdham and Mungeli districts in
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Chhattisgarh.8 While Maoist violence is sporadically reported from Rajnandgaon district;
Kabirdham and Mungeli districts of Chhattisgarh and Dindori district of Madhya Pradesh are
relatively violence-free till now. Mungeli and Dindori have been added to the Ministry of Home
Affairs’ list of ‘Maoist-affected districts’ recently.9 Reportedly, around 100 Maoists had entered
into Balaghat and Mandla districts of Madhya Pradesh from neighbouring states of Chhattisgarh
and Maharashtra. Around six dalams (groups) of Maoists are operating in Balaghat and Mandla
districts. Of these, Khatia Mocha Dalam in Mandla came up last year.10 A Maoist document
seized by the Chhattisgarh Police suggested that there were about 200 rebels active in the MMC
zone in December 2019.11
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Notably, the CPI (Maoist) is also believed to be relocating its armed cadres from its Bastar and
Andhra–Odisha Border (AOB) strongholds to new safer core areas in the Kanha National Park,
Amarkantak forests and Bhoramdoe Tiger Reserve, which are interconnected through
impregnable patch of forests located on the borders of Madhya Pradesh (Balaghat and Mandla)
and Chhattisgarh (Kabirdham).12 Since the areas do not have many roads and are scantly
policed, Maoists are believed to be cultivating their organisational roots in the region, recruiting
new cadres and generating human intelligence. According to the Gadchiroli Police, two platoons
of ‘Vistar Dalam’ of the CPI (Maoist) are active in the Kanha–Bhoramdeo region. Similarly, the
forests of Amarkantak, being highly inaccessible for the security forces, have a strategic
significance for Maoists and could prove to be a safe haven for the senior leaders who are under
pressure from security forces in Jharkhand and Bastar. Besides, the forest is also close to the
Maoist-affected districts of Jharkhand, Odisha, Maharashtra and Madhya Pradesh and could
provide the Maoists easy passage to these states. The Maoists are consistently trying to
develop a new ‘base area’ in the dense Amarkantak forests to intensify their activities/operations
in the areas falling under the MMC zone.13
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The neutralisation of 26 hardcore Maoists, including the Central Committee member and MMC
secretary Milind Teltumbde, in the latest operation by C-60 commandos in Gadchiroli serves a
huge setback for the CPI (Maoist)’s expansion designs in the MMC region. Notably, the Maoist
stronghold in Gadchiroli has proved to be the fulcrum for not only expanding the Maoist activities
in the MMC region but also helps in sustaining Maoist war machinery in south Bastar. The
region enables supply of war logistics to other areas of Maoist operations and also offers safe
hideouts as well as safe passage for the armed and senior leaders to escape the security radar.
Nevertheless, the recent tactical success against the Maoists should not override the security
forces’ preparedness as the retaliatory attacks are imminent.
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Presently on the backfoot in their strongholds of Bastar and Andhra–Odisha Border, the
outlawed outfit is striving hard to develop and activate some ‘base areas’ in and around the trijunction region (MMC) so as to consolidate its position vis-à-vis security forces. Currently in the
‘strategic defence phase’ in the region, the Party is largely focusing on socialising and identifying
with the local tribal population to get their support for the ‘protracted people’s war’, recruiting
armed cadres and preserving their areas of operation in the region. The CPI (Maoist) has been
increasingly making efforts in the areas to encash on the disenchantment and grievances of the
local tribals against the administration.
To tackle it, there is a need to undertake a judicious mix of security and developmental
interventions in the region, wherein, development should proceed the security initiatives. While
the security measures such as deployment of Central Armed Police Forces (CAPFs) should be
employed to tackle the Maoist rebels, the government should emphasise more on development
initiatives. As large parts of the region are inhabited by the particularly vulnerable tribal groups
(PVTGs) like Baiga, Abujh Marias, etc., ensuring rights and entitlements of local tribal population
over the lands and forests traditionally used by them and ensuring them a dignified life in
harmony with the local culture and customs may prove to be effective tools for keeping the
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Maoist extremists at bay.
Views expressed are of the author and do not necessarily reflect the views of the Manohar
Parrikar IDSA or of the Government of India.
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