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AN EQUIVALENT OF 500 YEARS WASTED ON
CAPTCHA EVERY DAY, CLOUDFLARE SAYS
Relevant for: Science & Technology | Topic: Science and Technology- developments and their applications and

effects in everyday life

An equivalent of 500 years wasted on CAPTCHA every day.   | Photo Credit: Special
Arrangement

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Delivery network services (DNS) provider Cloudflare said it wants to replace CAPTCHA with a
new security system after the company’s analysis revealed that time equal to 500 years is
wasted on CAPTCHA every day.

CAPTCHA stands for Completely Automated Public Turing test to tell Computers and Humans
Apart, a way for online services to separate humans from bots. CAPTCHAs might include asking
the user to tap the correct box with pictures of fire hydrants, crosswalks, traffic lights and so on.

The method can be frustrating at times as the user might not see the corner picture with a small
part of traffic light on it.

“A real human should be able to touch or look at their device to prove they are human, without
revealing their identity,” Cloudflare said in a blog post. “We want you to be able to prove that you
are human without revealing which human you are.”

Cloudflare is introducing a new system called Cryptographic Attestation of Personhood. When
challenged on a website, the user clicks on ‘I am human’ and is then prompted to use a security
device to prove themselves. A hardware security key is sent to their computer or tapped on their
mobile phone for wireless signature using NFC. A cryptographic attestation is then sent to the
website upon verification of the test.

The company said that completing the process takes three clicks and about five seconds as
compared with CAPTCHA’s average of 32 seconds.

Cloudflare noted that the challenge protects users’ privacy since the attestation is not uniquely
linked to the user device. However, it added that the initial rollout is limited to a few devices such
as YubiKeys, HyperFIDO keys; and Thetis FIDO U2F keys.
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Here's our curated list of important tech news from this week in byte size.

Tesla maker is at a critical juncture, and has to re-evaluate its technology and market, while
responding to regulators in the U.S. and China. And it looks like the EV maker is facing a
moment when autopilot may not be the best mode to engage.

https://www.thehindu.com/profile/photographers/Special-Arrangement/
https://www.thehindu.com/profile/photographers/Special-Arrangement/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
https://www.thehindu.com/news/national/living-our-values-code-of-editorial-values/article1715043.ece


cr
ac

kIA
S.co

m

END
Downloaded from crackIAS.com

© Zuccess App by crackIAS.com


