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DIGITAL WEARABLES CAN EXPOSE USERS TO
CYBERATTACKS: IEEE

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Digital wearables, smartwatches and fitness trackers pose unique threats to the security and
privacy of customer data, warned the Institute of Electrical and Electronics Engineers (IEEE), a
global outfit for technical professionals.

“By connecting a wearable to an extended ecosystem, one is exposing a larger attack surface,”
cautionedAiyappan Pillai, Senior Member of IEEE.

“Cybersecurity experts look at this as a supply chain that includes a data generator, an analytics
engine and a service provider. Each link in the chain, including the connecting networks,
presents a potential risk.”

As per a document shared by the IEEE, most criminal intrusions of computer networks have a
financial motive. That may lead people to conclude that wearables have a low cybersecurity risk.
But wearables data, especially in healthcare settings, is often tied to financial information.

“Depending on the organisation from which it was obtained, stolen health data can be extremely
valuable because it often includes so much personally-identifiable information – including
birthdays, email addresses and other login information, that can be used for identity- theft
purposes,” said Kevin Curran, Senior Member of IEEE.

India has been witnessing a massive adoption of wearable technology in the recent years.

The wearables market in India had clocked a record-breaking, double-digit growth in the first
quarter of 2022, with shipments surpassing 13.9 million devices, as per IDC.
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