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INTERNATIONAL TEAM DISABLES EMOTET, WORLD’S
MOST DANGEROUS MALWARE
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

Emotet is considered the world’s most dangerous malware capable of stealing passwords and
remotely installing malicious software.   | Photo Credit: Getty Images/iStockphoto

A global investigations team has disabled the infrastructure of Emotet, which is considered the
world’s most dangerous malware capable of stealing passwords and remotely installing
malicious software, Germany’s Federal Criminal Police Office said on January 27.

The operation was carried out on January 26 as part of an international campaign with
investigators from the Netherlands, Ukraine, Lithuania, France, England, Canada and the United
States and coordinated by Europe’s law enforcement authorities, police said in a statement.

Emotet, which can steal passwords and install remotely-controlled programs including
ransomware, is believed to have been used in a number of organised attacks, including attempts
to infiltrate the world’s biggest oil company Saudi Aramco and to manipulate the 2020 U.S.
presidential campaign.

In Germany alone, attacks with the Emotet malware on individuals and institutions, including the
Berlin Court of Justice, caused damage of at least 14.5 million euros, police said.
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Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
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misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

From breaking news to in-depth reportage and analysis, the micro-blogging site has emerged
as a one-stop destination to consume news. 

The app, Josh, is one of several home-grown short-video platforms that have sprung up since
India blocked the wildly popular TikTok in June amidst a border crisis with China.

Subscribe to The Hindu now and get unlimited access.
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You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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