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INDIA’S CYBERTHREAT CHALLENGES INCLUDE
MALWARE, RANSOMWARE AND DRIVE-BY
DOWNLOAD ATTACKS, MICROSOFT SAYS

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Microsoft’s assessment of India’s cyberthreat landscape shows the country’s biggest threat
comes from malware, ransomware and drive-by download attacks.

The findings from Microsoft Security Endpoint Threat Report 2019 indicate that India is placed
high in ransomware, drive-by download, and malware attacks, from a list of 15 countries in Asia
Pacific region assessed by the technology company.

India jumped nine spots to take the second spot in the drive-by download attacks by volume,
across the region, compared with 2018. Singapore was most hit by drive-by download attacks,
followed by India and Hong Kong. In a drive-by download attack, users unintentionally download
a malicious code that exploits vulnerabilities in web browsers or operating system.

India’s ransomware encounter rate was twice as high as the regional average, and over three
times higher than the global average, according to the report.

“Typically, high malware encounters are a result of excessive usage of unlicensed or pirated
software, and proliferation of sites that illegitimately offer free software or content, such as video
streaming,” said Keshav Dhakad, Group Head, External & Legal Affairs, Microsoft India, in a
statement.

India was ranked third among countries with the highest ransomware encounter rates in the
region, followed by Indonesia. In a ransomware attack, malicious software disables a device or
its files, until the attacker is paid a ransom.

“Cybercriminals capitalize on drive-by download technique to target the organizations and end-
users with the objective to steal valuable financial information or intellectual property,” said
Dhakad.

The country’s cryptocurrency mining encounter rate decreased in comparison with 2018, as it
moved down to the second spot, while Sri Lanka took the top spot. However, India’s encounter
rate is still 4.6 times higher than the regional and global average.

“We’d like to emphasize that the high encounter rate does not necessarily translate into a high
infection rate as the level of cyber hygiene and usage of genuine software prevents the systems
from getting compromised,” explained Dhakad.
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Start your 14 days trial now. Sign Up

Find mobile-friendly version of articles from the day's newspaper in one easy-to-read list.

Move smoothly between articles as our pages load instantly.

Enjoy reading as many articles as you wish without any limitations.

A one-stop-shop for seeing the latest updates, and managing your preferences.

A select list of articles that match your interests and tastes.

We brief you on the latest and most important developments, three times a day.

*Our Digital Subscription plans do not currently include the e-paper ,crossword, iPhone, iPad
mobile applications and print. Our plans enhance your reading experience.

Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

D-Wave’s systems and software have been used in financial modelling, machine learning and
route optimization.

Waymo and FCA have been working together to remove controls from a human driver in
automobiles since 2016.
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You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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